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| NDEX OF EXAM NATI ONS
EXAM NATI ON BY: PAGE
MR. LOESER 6
--000- -
EXH BI TS MARKED FOR | DENTI FI CATI ON
NO. DESCRI PTI ON PAGE
Exhi bit 332 Sept enber 27, 2013, emmil chain, 75
Konst anti nos Papam Itiadis to Allison
Hendri x and ot hers
( FB- CA- MDL- 00198455 t hrough -457)
Exhi bit 333 Decenber 9, 2013, nessage summary, 92
David Poll to Eddie O Neil, David
Pol | (FB-CA-MDL-02140404 to -414)
Exhi bit 334 Presentati on deck, Login v4 (+PS12n) 125
- 1/ 24/ 2014 update
( FB- CA- MDL- 01685319. ppt)
Exhi bit 335 Docunent provi ded at deposition, 153
"Simon's i n-depo notes”
Exhi bit 336 Oct ober 31, 2013, email Sinmon Cross 173
to Zhen Fang ( FB- CA- MDL-00200051)
Exhi bit 337 Changes nmade to v2 at f8**User 176
Trust** (FB- CA- MDL- 02145706 t hrough
-711)
PREVI OQUSLY MARKED EXHI BI TS REFERENCED
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MONDAY, MAY 9, 2022
3:49 P. M
--00o0- -
PROCEEDI NGS
--00o0- -

THE VI DEO OPERATOR: We're on the record.
It's 3:49 P.M London tinme on May 9, 2022. This
the deposition of Simn Cross, and we're here in
the matter of Facebook Consuner Privacy User
Profile Litigation.

I''m John MacDonel |, the videographer, wt
Veritext.

Before the reporter swears the witness,
woul d Counsel please identify thenselves, beginnin
with the noticing party, please.

MR. LOESER: Good nmorning. This is
Derek Loeser from Kell er Rohrback for Plaintiffs.
Wth me is Adel e Daniel and Cari Laufenberg and
Emma Wight, also from Keller Rohrback

MR. BLUME: This is Rob Blume from
G bson Dunn on behal f of Facebook. Wth nme is
Hannah Regan-Snith, lan Chen, Josiah Cl arke,

Matt Buongi orno, and Phuntso Wangdr a.
MS. WEAVER: And good norning. It's

Lesl ey Weaver from Bl ei chmar Fonti & Auld, also on
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behal f of the plaintiffs.
SPECI AL MASTER GARRIE: This is Specia
Master CGarrie, here on behalf of the court.
--000--

SI MON CRGSS,

called as a witness, having been first duly
sworn, was exam ned and testified as follows:
---000- - -
EXAM NATI ON BY MR. LOESER

BY MR. LOESER

Q Good morning, M. Cross. W net before we
went on the record, but I'Il introduce nyself
again. M nane is Derek Loeser. |I'mfromthe firm
of Keller Rohrback for the plaintiffs in this
litigation, and with ne is Cari Laufenberg,
Adel e Daniel, Emma Wight, and Ms. Weaver from her
firmas well.

Have you had your deposition taken before?

A. | -- 1"ve been deposed previously, but I
don't think |I've been deposed in this particular
case before

Q Okay. And how many tinmes have you been
deposed previously?

A.  Twi ce.
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Q And do you recall what those matters were
in which you were deposed?

A. The first was some -- a matter relating to
'643, the '643 case, and then the second was a --
don't recall exactly, but it's the -- the
Washi ngton District Attorney's -- Washington D.C.

I think, case against -- against Meta relating to
some of the matters --

(Reporter requested clarification.)

THE WTNESS: -- relating to the, |
recall, the Canbridge Analytica matter.
BY MR. LOESER:

Q And the '643 matter was agai nst Facebook
as well. Is that right?

A. That's correct, yes.

Q Okay. Well, you've been through this
before, so -- but I'Il just rem nd you of the basic
rules, which are really designed to have a cl ear
record.

As the Special Master indicated, it's very
i mportant that we're not talking at the same tine
and that we let the court reporter take down what
we are saying.

If I ask a question and you don't

understand the question, could you please ask ne to
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restate it, and I'll attenpt to do that.

And when you're answering questions, it's
i nportant to answer verbally, so that would be a
good exanpl e. Shaking your head doesn't nmake it
onto the record, but Yes/No does.

So could we nake sure that you answer
verbal ly?

A. | understand.

Q And if you do answer one of my questions,
I will assune you understood the question.

Is that a fair assunption?

A. That's fine, yes.

Q And over the course of the day, your
attorney may object to questions that | ask. And
when he does so, unless he instructs you not to
answer the question, please wait for himto finish
obj ecting and then go ahead and answer the
guesti on.

Do you understand that?

A. | understand that, yes.

Q And we'll be going for a while, and if at
any point you need a break, please just ask for
one, and | will accomopdate that the best | can

The only caveat is if there is a question

that is pending, | will ask you to finish the

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

52:

52:

52:

52:

52:

52:

52:

52:

52:

52:

53:

53:

53:

53:

53:

53:

53:

53:

53:

53:

53:

53:

53:

53:

53:

38

42

44

47

50

52

54

55

56

59

01

04

06

10

12

15

17

19

20

21

23

26

28

31

35

Page 8

Veritext Lega Solutions
866 299-5127




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

CONFIDENTIAL

Case 3:18-md-02843-VC Document 1074-8 Filed 11/04/22 Page 10 of 1480

question before we take a break.
I's that understood?

A.  Yeah. | understand.

Q And sonetinmes if we're -- if there's a
series of questions and |I'm al nost through the
series, I'lIl ask if it's okay if we just finish the
series before taking a break

Does that sound fair to you?

A.  That sounds fair.

Q Okay. And as the Special Mster
i ndi cated, he will be observing today, and so he
may cone on canmera at some point to discuss
matters

And it's inportant there as well that we
make sure that he has the time and space to talk
and that the record is clear so that we're not
tal king at the same tine.

Is that fair?

A. Yep. That's fair.

Q Okay. And, M. Cross, is there anything
that may inpact your ability to testify honestly
and truthfully today?

A. Not that |I'm aware of.

Q Okay. No nedications or anything of that

sort that may interfere with your recall or ability
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to testify?

A. No. [|'mnot on any nedication, no.

Q And, M. Cross, you're |located in London?

A. That's correct.

Q And is that where you -- and | gather you
work for -- for Meta. Right?

A. That's correct, yeah. | still work for
Meta and live in London.

Q Okay. And so how often do you cone to the
United States as part of your work?

A. In the last two years, not at all, sadly.
Before that, | used to come several tinmes a year.

Q Okay. And do you think that going forward

you'll be com ng stateside nore often?
A, It's too early to say how nuch -- how nuch
international we'll be doing. | doubt I'll be

doing it as much as we used to.

Q And, sir, if there were a trial in this
case, would you be willing to fly across the ocean
to attend the trial?

A. | have to consult with my counsel on
whet her or not that would be an appropriate thing
to do.

Q Okay. And are you conmmuni cating -- and

this is -- you know, we're in this new world of
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renote depositions, so there are sone things we 15:55:41
need to sort out for that as well. 15: 55: 43
You are not actively communicating with 15: 55: 46

anybody during the tine that |I'm asking you these 15: 55: 47
guestions, are you? 15: 55: 50
A. No. | amnot comrunicating with anyone. 15: 55: 51

Q Okay. No texting or messaging or anything 15:55: 54

of that sort happening? 15:55: 57
A. No. M phone is screen side down on the 15: 55: 59
desk, and |'ve cleared my conputer. 15:56: 02
Q Excellent. Thank you. 15:56: 07

And, M. Cross, did you prepare any notes 15:56: 09

or other materials to assist you with your 15:56:12
testinony today? 15:56: 14
A. | have a docunment that | prepared that 15:56: 17

i ncludes sonme facts to help nme answer -- | think 15: 56: 20
that might cone up to help ne answer your 15:56: 25
gquestions, but that's all |'ve prepared. 15: 56: 27
Q And do you have that with you today, sir? 15:56: 31

A. | do, yes. 15:56: 33

Q And do you intend to refer to that during 15: 56: 35

your testinony today? 15:56: 39
A If -- if you ask me a question and |I can't 15:56: 42
remenber a fact -- a specific fact | may have noted 15: 56: 44
down, then | was planning to refer to that, yes, as 15: 56: 50
Page 11
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to best answer your questions.

MR. LOESER: Thank you.

And, Counsel, M. Blunme, we would like a
copy of those notes. And we don't need to go off
the record right now to get them but we would I|ike
them as soon as you can get themto us during the
deposition, not after.

Coul d you accommpdate that request,
pl ease?

MR. BLUME: Not ed.

BY MR. LOESER

Q And since your counsel noted that request
but did not actually tell ne he was going to do it,
this is something I'lIl bring up againin a little
bit just to nake sure we actually get those notes
during the deposition today. Okay?

And, M. Cross, you indicated that you
currently work for Meta. |s that right?

A. That's correct. | work for Meta -- the
U K armof Meta. Meta Platforns, Inc., has a UK
arm

Q Okay. And over the course of the day,
"Il be referring to Facebook frequently. And when
| refer to Facebook and ask you a question about

Facebook, will you be draw ng any distinction
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bet ween Meta and Facebook when you answer?

A. VWhether or not | need to do so nmay depend
on the context of the question. So |I can ask for
clarification if needed.

Q Okay. That would be hel pful. |1
appreci ate that.

M. Cross, how | ong have you been enpl oyed
at -- and I'mgoing to say Facebook, and |I nean
bot h Facebook and Met a.

A. | joined the conpany in Septenber 2010.

Q And I'mnot going to take the time during
today's deposition to go through your Linkedln
résumé in detail, but | would ask you to describe
the major responsibilities that you've had over
your time at Facebook and Meta.

A. Sure. The first part of ny career was
wor king on the Platform Partnerships team first as
a partner engineer, then as a -- for a short tine
as a devel oper advocate, and then for a short tine
as a strategic partnershi p nanager.

In -- that was from Septenber 2010 to
January 2014.

From January 2014 to the end of 2015, |
was a product nmanager on the Facebook Platform

t eam
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From 2016 to |l ate 2018, | worked on the
Wor kpl ace by Facebook -- now just Workplace -- team
i n London.
Fromlate 2018 to nid-2021, | worked on
the Central Integrity team
And since mid-2021, |I've been working on a
team call ed "Central Custonmer Support."”
Q Okay. Thank you.
And what -- what is your degree?
Do you have a degree after high school ?
A. My education, | have a master's in
engi neering fromthe University of Nottingham
Q And was that --
A. Specifically, it's in -- sorry.
Q Sorry. Go ahead.
A. Sorry, it's a nmaster's in electronic
engi neering fromthe University of Nottingham
Q Thank you. M. Cross, have you spoken to
anyone other than your attorneys about your
deposition today?
A. | have.
I -- what kind of information are you
| ooking for there?
Q Sure. I'll ask nore specific questions.

Did you speak to coll eagues of yours about
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your testinmony today?

A. | spoke to sonme people currently enployed

by Meta to understand their experiences relating to

this matter, yes.

Q And who did you speak with?

A. | spoke with Eddie O Neil, I me Archibong,
Steven Elia, Dan Xu, Allison Hendrix, Eugene
Zar akhovsky, Francisco Varela, and Anit Sangani

Q And were those conversations all of
di fferent anounts of tine?

Were there some people you spoke to nore
t han ot hers?

Describe in a little nmore detail, if you
can.

A. | spoke to each of those people once for
bet ween 30 and 45 m nutes each. The conversation
bet ween Dan and Steven was one conversation with
both of themon the call.

Q And were any attorneys present during any
of those conversations?

A.  Yes. Attorneys for Facebook/ Meta, were
present for all of those conversations, yes.

Q Okay. And who were the attorneys that
were present, if you know their nanes?

A. There were a nunber of people on the call
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so | probably can't give you everybody who was

there, but a combination of Rob -- M. Blune,
| an Chen, and Matt -- I'mnot sure |'mgoing to
pronounce this correctly -- Buongi orno.

Sorry, Matt, if you're listening.
apol ogi ze if | got that wrong.
Q Thank you. Good enough to identify him
And, sir, did you review any of the
pl eadings or filings that have been made in this
case to prepare for your testinony today?

A | have, yes.

Q And do you recall what specifically you
revi ewed?

A. MW attorneys sent over a -- a set of
docunments for me to review in advance of this
testinony, and | al so received a set of docunents,
I think, fromyou fol ks; around 36 docunents,

t hi nk.

Q And were you sent a stack of documents
fromyour attorneys?

Were they assenbled in a binder or
presented to you in some other manner |ike that?

A. Al of the docunments |'ve reviewed to
prepare for today |'ve reviewed el ectronically.

Q Okay. In a single folder?
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Were they delivered in a single folder, or
was it a series of separate files?

A. | received a link to a Google Drive fol der
that contained a number of files.

Q Thank you.

MR. LOESER: And, Counsel, as you know,
we' ve asked for Facebook to provide us with
identification of the materials given to the
witness to prepare for his testinony, and we woul d,
agai n, ask that you do that with respect to this
deposi tion.

(Reporter requested clarification.)

MR. BLUME: | understood the request.

BY MR, LOESER:

Q And, M. Cross, you also indicated that
you revi ewed sone materials that you believe that
the plaintiffs sent over to you. |Is that correct?

A.  Yes. That's my understanding. There was
a set of docunents that was sent over for ne to
read in advance of today's testinony.

Q And did you review those docunents?

A. | did review those docunments, yes.

Q And how |l ong woul d you say you spent
review ng the documents that were delivered to you

fromthe plaintiffs?
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A. On the order of eight to ten hours or so.
Q Good. Thank you.

And were those all docunents that you had
seen before, or were there some new things in there
for you?

A. That list contained docunents that |
hadn't seen before.

Q Including docunents that were -- that were
produced by Facebook in this case.

Let me ask that slightly differently.

I ncludi ng docunents that were interna
correspondence and other materials that were
created by Facebook?

A. That's ny understandi ng, yes.

MR. LCESER: So if we could mark --
actually, we don't need to nmark. |If we could show
M. Cross what has been previously marked
Exhi bit 330, | believe.

(Previously marked Exhibit 330 was

presented to the witness.)

BY MR. LOESER:

Q This should cone up on your screen
Again, we're at the mercy of the great Internet
here, but you will see the deposition notice that's

been served in this case by the plaintiffs on
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Facebook.
Let me know when you can see that
docunent .
MR. BLUME: | believe that's Exhibit 332.
MR. LOESER: We have it as Exhibit 330.

Prior Exhibit 330, yeah. This isn't a new exhibit,

Rob, sorry. This is -- it was marked during
Ms. Hendrix's deposition. 1'Il try and make
that --

MR. BLUME: On the screen that 1'm | ooking
at, it says "332" on the exhibit sticker.

MR. LOESER: Refresh your screen. My
technol ogy expert tells me that you need to refresh
your screen.

It should be corrected now

MR. BLUME: Yes, with thanks to your
technol ogy expert. Appreciate it.

BY MR. LOESER
Q So, M. Cross, you're |looking at what's
called "Plaintiff's Second Amended Notice of
Deposition of Defendant Facebook, Inc., Pursuant to
Federal Rule of Civil Procedure 30(b)(6)."
Have you seen this notice before?
A.  Yes.

Q And you understand that you have been
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designated to testify as to certain topics in 16: 07: 33
response to this notice. 16: 07: 36
A. That's ny understandi ng, yes. 16: 07: 40

Q Okay. And if you could turn -- attached 16:07: 42

to the notice, there is an appendix. And if you 16: 07: 45
turn all the way to page 13, or click through to 16:07: 48
t hat page or whatever you would need to do on your 16: 07: 51
screen. |I'mturning to page 13, but 16: 07: 54
A. | have page 13 in front of ne. 16: 08: 02

Q Okay. And on page 13, there are three 16: 08: 04
topics. The bottomtwo, there's Topic 6 and 16: 08: 07
Topic 7. 16: 08: 13
Do you see that? 16:08: 14

A. | see that. 16: 08: 14

Q And is it your understanding that you have 16: 08: 15

been designated to testify on behal f of Facebook 16: 08: 17
with regard to Topics 6 and 77 16: 08: 23
A. That's correct. 16: 08: 27

Q Okay. And as we get into these topics in 16: 08: 28

nore detail, your counsel wll probably want to 16: 08: 31
clarify the -- the particular matters within those 16: 08: 34
paragraphs that you are prepared to testify about, 16: 08: 37
but we can get to that later. 16: 08: 40
But for present purposes, what's inportant 16: 08: 43

is that these are the two topics that you 16: 08: 46
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understand that you are here to testify about.

A. Those are the two topics | understand |'m
here to testify about.

Q And do you understand that by being
designated to testify about these topics, you are
aut horized to speak for Metal/ Facebook on the
specified matters?

A. That's -- that's my understanding, yes.

Q And you understand that your testinony,
whi ch is under oath, is binding on Meta.

A. That's ny understandi ng, yes.

Q Oay. And I'mgoing to use Meta and
Facebook interchangeably here. | nmean the sane
thing every tinme, and, like you said before, if
there's a distinction that needs to be drawn, you
are going to draw that for ne.

A I will ask for clarification where | think
one is needed if the entities need to be
di stingui shed, yes.

Q And, sir, do you understand that the tinme
period at issue in this litigation is 2007 to the
present ?

A. That's ny understandi ng, yes.

Q Okay. So all of ny questions will concern

that time period unless | specify sonething
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narr ower .
Is that fair?

A. That's fair.

Q So before we get into the specifics of
each of these topics, | think it would be inportant
to have a conversation about basic term nology to
make sure that when you testify, the record is
clear as to what you're saying.

Is that fair?

A.  1'm happy to make sure we can align on

t erm nol ogy, yes.

Q Okay. Sone of it will seemvery basic to

you, but trust me, it's inportant for the court and

for the record and, if there's a jury in this case,
for the jury to understand and hear from Facebook
what these terns nean.

So if you'll bear with me, 1'Il run
t hrough some of these basic concepts.

To start, what is an "app"?

A. An app is an entity in Facebook's systens

that has the ability to access information via the

Graph API.

There was a broader definition of "app
that is pursuant to nmobile applications and so on

but an app in the Facebook ecosystemis a -- an
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entity that -- that has an app I D and can access
the Graph APl in some way.

Q And there are third-party apps and
Facebook apps. Correct?

A. Can you hel p me understand what you mean
by "third-party apps"?

Q Yeah. |I'mglad you asked.

So Facebook creates apps itself for the

platform Right?

A. There are sone apps that Facebook
engi neers, Facebook, Inc., would have built that
may call the Platform APls, yes.

Q And then there are -- 1'Il call them

"third parties," but entities not owned or
affiliated with Facebook that also create apps.

A. The Facebook Pl atform al |l owed devel opers
to create -- third parties to create applications
on the Facebook Platform yes.

Q Okay. And so over the course of our
conversation today, when | refer to "third-party
apps," that is what | will be referring to.

Is that fair?
A. So to be clear, you're referring to a

third party that, in this context, is an

application devel oped by an entity other than
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Facebook, Inc., or Meta Platforns? 16:12: 31
Q Yes. Thank you. That's a good 16:12: 36
clarification. 16:12: 38
And you used sonme other ternms in your 16:12: 39

answer, and | guess we nmay as well| define those as 16:12: 42
wel | . 16:12: 46
What is the "Facebook Platform? 16: 12: 46

A. The Facebook Platformis a collection of 16:12: 50

t echnol ogi es that enabl e devel opers to build 16:12: 57
applications that could interact with the Facebook 16:13: 01
product, Facebook.com or the Facebook product as 16: 13: 08
a -- as a regular user would think of it. 16:13: 14
Q And help ne understand: What is the 16:13: 19
"Facebook product"? 16:13: 21
A.  So the Facebook product, by that, I'm 16: 13: 25
referring to, you know, the website Facebook.com 16:13: 28
and the Facebook i OS and Android apps, for exanple, 16:13: 32
and the experience you have when using the 16: 13: 39
Facebook. com website or the Facebook npbil e apps on 16:13:43
i OS and Android. 16:13: 48
Q Thank you for that. 16: 13:52

And, sir, what is the "Facebook 16: 13: 54

Soci al Graph"? 16: 13: 55
A. M understanding is that the Social G aph 16:13: 57
woul d be a termused to explain the relationships 16:13:59
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bet ween users of the Facebook product; who is
friends with who.

Q Okay. And we'll have some nore specific
guestions about how that functions later.

What is an "API"?

A.  An API, which stands for application
progranm ng interface, is a way for -- a technica
means by which information can be exchanged between
entities.

Q And are you famliar with the term
"hi gh-signal APIs"?

A I'mnot famliar with that term

Q Are some APls considered nore sensitive in
terms of the information they provide than others?

A.  Can you hel p me understand in which
context you are referring to? M answer with APIs
was a general concept.

Q Sure. In the context of an app obtaining
i nformati on about Facebook users through APls, are
there some APlIs that are considered nore sensitive
than others in terms of the information that's
bei ng gat her ed?

A. So | would -- yeah, | think it's fair to
say that there are some APlIs which are considered

nore sensitive than others, yes.

16:

16:

16:

16:

16:

16:

16:

16:

16:

16:

16:

16:

16:

16:

16:

16:

16:

16:

16:

16:

16:

16:

16:

14:

14:

14:

14:

14:

14:

14:

1 14:

14:

14:

14:

14:

114

14:

14:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

06

11

13

16

18

24

27

34

37

42

44

47

51

53

58

00

03

06

10

13

17

22

27

31

37

Page 25

Veritext Lega Solutions
866 299-5127




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

CONFIDENTIAL

Case 3:18-md-02843-VC Document 1074-8 Filed 11/04/22 Page 27 of 1480

Q And why is that? What is the type of

informati on that woul d be considered nobre sensitive

in that context?
A. So it depends on the definition of
"sensitive."

Can you hel p me understand what you mean
by "sensitive"?

Q Yes. | mean about the Facebook user data
and information that is accessed via an API.

Are there some APIs that have the ability
to access what Facebook has considered nore
sensitive informati on about its users?

A.  So good example of a -- of an APl that |
think is -- would be considered sensitive is an API

called "auth.log-in," which would allow a user to
log in to a third-party application using their
Facebook user name and password.

And that woul d be considered potentially
sensitive because the user is entering their
Facebook user name and password into a third-party
cont ext .

Q Okay. And help me understand why that
woul d be considered sensitive.

Woul d that be considered highly sensitive

in the Facebook term nol ogy?
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A. I'mnot sure what you would be referring
to with -- by "highly sensitive." |'mnot aware of
a specific set of things that would be classed as
"highly sensitive."

Q Okay. How about friends perm ssions
and/or -- friend-related APIs?

Are you famliar with friend-rel ated APIs?

A.  Can you understand -- just represent --
just for clarification, can you help ne understand
what you nean by "friend-related APIs"?

Q Sure. And we'll get into this nore -- in
nore detail later as well.

But APIs that provide access to the
i nformati on about a Facebook user's friends, are
those referred to by Facebook as "friends
perm ssions" or "friends APIs"?

A. There was a set of perm ssions that
were -- were referred to as the friend pernmi ssions,
yes.

Q And did Facebook consider those
pernm ssions to be sensitive?

A. | think -- I"mnot sure -- I'mnot sure if
there's a way to specifically answer that. Those
were a set of pernissions that were avail abl e at

one tinme on the Platform and are no | onger
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general ly avail abl e.

Q And, again, fromthe perspective of
Facebook, did Facebook di scuss those permi ssions in
ternms of them being sensitive or highly sensitive?

A. They were certainly discussed in the
context of being a set of permnissions worth
di scussi ng.

They may have been discussed at tinmes as
sensitive. |'mnot sure about whether or not they
wer e di scussed as highly sensitive. There's no
of ficial designation for those perm ssions that was
consi stent across the conpany.

Q And we're about to nove on to sone ot her
topics, but can you give ne an exanple of a
perm ssion that Facebook did refer to as "highly

sensitive"?

A. | can't give you an exanple here today of
a permssion or a -- do you -- fromreview ng the
docunents |'ve reviewed, | don't recall a set of

APl s or perm ssions that woul d have been
considered -- referred to as "highly sensitive."
It's possible that they were referred to
using that term by sonme people, but | don't -- |
don't think there was an official designation in

any way.
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Sorry. Official -- I'"mnot aware of an
of ficial designation of "highly sensitive."

Q And if you were asked to prepare a list of
everything that Facebook -- every APl Facebook
consi dered sensitive or highly sensitive, who at
Facebook woul d you go talk to to get that
i nformati on?

A. There was a categorization of sone APIs

done in, | think, 2018 to categorize APIs that were
still generally available that were still in

exi stence in that tinme against -- against a set of
criteria.

I would go speak to one of the people that

was involved in that project in around 2018.

Q And do you know -- do you recall who those
people -- who was in charge of that project?
A. | think Konstantine -- Konstantinos -- |

really can't pronounce his |ast nane.
"KP" as he is otherw se known --
Konst anti nos Papamiltiadis -- | don't even want to
try -- was |eading that project, as | understand
it.
Q Okay. And there are sone docunents that
have his name, and | can't begin to pronounce that

either, so we'll just refer to himas "KP" for the
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benefit of the court reporter. 16:21: 05
Under st ood? 16: 21: 07

A. That's good. That's good with ne. 16:21: 08

Q So there was a few other terms that you 16: 21: 10
mentioned that | want to make sure we understand 16: 21: 12
and |'ve used as well. 16: 21: 14
One is a "pernission.” 16:21: 16

In the context of an API, what is a 16:21:18

"perm ssion"? 16:21: 20
A. In the context of -- can you help ne 16:21: 23
understand, "in the context of an API"? 16: 21: 26
Q O APIs generally. 16: 21: 32

A.  So ny understanding would be that in the 16: 21: 35
context of an APl generally, a perm ssion would 16: 21: 38
refer to a way for users -- users of the APl or 16:21: 42
consunmers or integration -- integrators of the API 16:21: 48
to determ ne what information was avail abl e over 16:21:52
that interface. 16: 21: 59
Q  And speaking specifically about the -- the 16:22: 03
entities that were accessing information on the 16:22: 07
Facebook Platform does "perm ssion" refer to the 16:22:10
grant of access by Facebook to APIs? 16:22:13
A.  "Perm ssions" in the Facebook Pl atform 16: 22: 17
context refers to pernissions that a user, a 16: 22: 22
Facebook user, would grant an application to which 16: 22: 27
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i nformation the application would then have access
to after the user had given pernission

Q And that brings me to my next question
which is capability.

In the context of APls, what is the
definition of "capabilities" or a "capability"?

A. Again, do you nean in the context of an
APl generally, or --

Q Yes.

A. So in the context of an APl generally,
"capability" doesn't have an industry-standard
meani ng.

Q  How does Facebook generally use that ternf

A. In the context -- in the context of the
Facebook Platform "capability" refers to a set of
features that would be available to some apps on
the Facebook Platform and that would have enabl ed
a range of functionality.

Q And specifically, when tal king about APIs,
woul d a "capability" relate to the entity's ability
to have access to certain APlIs on the Platforn®

A. Capabilities would -- would nodify the --
t he behavior of the Facebook Platformin a number
of different ways.

Q And, again, I'"'mtrying to understand how
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the termis used in the context of Facebook's
di scussions of what APIs a third party has access
to.

Does that help in any way to flesh out
what it means?

A. So a capability -- ny previous answer,
think, is accurate in that a capability is a way
for the standard behavi or of the Facebook Platform
to be nodified in some way.

Q And I'm-- | apologize for struggling to
understand this, but -- so let's assunme that an app
or a devel oper wants to have access to friend
data-rel ated perm ssions. Okay?

Can we start with that premn se?

And 1'1l ask a question based on that
pren se:

Is there a capability that would be
provi ded to that devel oper that woul d enabl e access
to those permi ssions -- or to those APIs?

A.  Can you hel p me understand what tine franme
you're referring to?

Q Sure. Any tine between 2007 and the
present.

A. So | think the answer depends on the tine.

In -- you know, the early part of that tinme period,

16:
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let's say 2012, access to the friend perni ssions
was available to all applications on the Facebook
Pl at f or m

Later on, the friend perm ssions were not
available to every app on the Platform and access
to those would have required a nodification to the
standard APl behavior. And that woul d have been
governed by capability.

Q Thank you. You've hel ped ne understand
any number of docunments | have revi ewed now.
That's hel pful information

We can nove on.
Do you understand what "read permni ssion
APl s" are?

A. So there's two different concepts that are
worth picking apart: There's the concept of
perm ssions, and there's a concept of APls, and
those are separate concepts.

So I'm not sure how to answer the
guesti on.
Q Let nme break it down. |'ve seen reference

to "read stream APIs," for exanple
Are you famliar with those?

A | amfaniliar with the -- the concept of a

read stream API, yes.
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Q Okay. \What is that?

A. In the context of the Facebook Pl atfornf?
Is that what you're asking about?

Q  Yes.

A. My understanding is that the read stream
APl woul d allow an application to access a --
the -- an authorized -- a user who -- let nme start
again to make sure I'mframng this correctly for
you.

The read stream APl woul d all ow an
application to access a user's Newsfeed. |[In order
to access that API, the user would have to give the
application pernission to do so.

Q And what about Social Context APIs? What
are those?

A. My understanding is a Social Context API
refers to an APl that hel ped applications
understand the rel ati onshi ps between two users of
the application.

Q Two users, or any nunber of users?

A. My understanding is the Social Context API
referred to social context between two app-using
users.

Q And we'll get into this in nore detai

| ater, but both with read stream and soci al cont ext
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APls, the information that the app or devel oper
woul d access woul d include friend information for
the users that authorized the app or devel oper to
have access. Right?

A. Sorry. Can you restate the question?
want to make sure | fully understand.

Q Sure. You described what a read stream
pernm ssion was, and you described what a socia
context APl was.

Both of those APls, if authorized by a
user, would provide access to friends information
of that user. Right?

A. The read stream API woul d grant access to
an app using a person's Newsfeed. A Newsfeed on
Facebook typically contains content posted by that
user's friends.

Q Okay. And how about the social context
APl ? Wyuld that do the sane?

A. 1'd have to review the APl docunentation
for -- for the -- if there was a specific API
you're referring to, exactly how it behaved.

Q And that's a hel pful qualification

Is there a set of -- or a place where
docunmentation of APlIs is stored so that if Facebook

wanted to understand the specific information that
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that APl made available, it could go to that set 16:29: 49
and find the answer? 16: 29: 52
A. The Facebook devel oper website is 16: 29: 56
typically where APl docunentation is stored and 16:29: 58
publ i shed. 16: 30: 02
Q And that's true for any APl that has ever 16: 30: 04
existed, or sinply for the active APIs? 16: 30: 08
A. That -- the Facebook devel oper website is 16: 30: 16
typically for APlIs that are available -- publicly 16: 30: 18
avai |l abl e. 16: 30: 22
And so not every APl that's ever existed 16: 30: 23

woul d necessarily have a docunentation -- would 16: 30: 26
have a document on the Facebook devel oper website. 16: 30: 30
Q Okay. So where would one go to find 16: 30: 33
informati on on every APl that ever existed? 16: 30: 35
A. The -- I'mnot sure every APl that ever 16: 30: 42

exi sted necessarily had a -- a docunment -- an 16: 30: 46
associ ated docunent written about it. 16: 30: 51
The source of truth for which APIs existed 16: 30: 53

and so on woul d have been the Facebook code base 16: 30: 57
itself. 16: 31: 01
Q And how woul d one go about searching that 16: 31: 03

for information about a defunct API? 16: 31: 06
A. There are internal tools at Facebook that 16:31: 10

al  ow user search for code which existed in the 16:31: 13
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Facebook code base.

Q And what are those internal tools?

A. | amnot sure of the name of the internal
tools. |I'd have to get back to you on -- on the
specific name of the tool

MR. LOESER: And, Counsel, if you could
get back to us with that information, 1'd
appreciate it.
MR. BLUME: Not ed.
BY MR. LOESER:
Q And, M. Cross, what is a "private API"?
A.  Can you hel p me understand the context in

whi ch you' re asking the question?

Q Sure. In the context of email and other
materials reviewed -- that you reviewed to prepare
for this deposition, the term"private API" is

frequently used.
Do you have an understanding of what is
meant by that at Facebook?

A. My understanding of the term"private API"
is that it would be an APl that was not generally
avail abl e to nost applications on the Facebook
Devel oper Pl atform

Q Okay. So explain to ne what the

difference is between a private APl and a
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capability.

A. So a "private API" would refer to a
specific APl nethod, generally, that could be
accessed by devel opers.

A "capability" is the neans by which
access to that APl is governed.

Q We discussed how APlIs function and how
API's provide access to devel opers or other entities
about information about Facebook users.

Were there any other technical neans by
whi ch Facebook shared information about its users
with devel opers or other entities?

A. The Graph API was the -- was a prinmry way
that information would be exchanged with third
parties. |It's possible at the conpany there were
ot her ways for people to exchange information with
third parties; emil, for exanple. But the
Graph APl woul d have been one of the commbpn ways to
programmati cal |y exchange i nformation

Q And can you identify any other ways to
progranmatically exchange information?

A. | don't have the ability to -- to know
every form of information interchange ever used
by -- by the conpany, so |l -- | don't feel | can

specify other -- any specific other systenms. The

16:32: 41
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Graph APl woul d have been a common one. 16:34: 31
There were other APIs in existence over 16: 34: 34

tinme. Two exanples would be the REST APl and 16: 34: 38
sonmet hing called FQL. 16: 34: 45
Q And explain, if you can, what those two 16: 34: 49
systens are. 16: 34: 51
A.  So the REST APl was a -- a mechanism a 16: 34: 53
formof APl used by the Facebook Platformto 16: 34: 59
exchange information with third parties that 16: 35: 03
pre-existed the Graph API, and the two were in use 16: 35: 05
si mul t aneously for a period. 16:35:12
FQL -- 16: 35: 14

Q Let me pause you there. Sorry to 16: 35: 16
interrupt, but what period did that exist, and when 16: 35: 17
was it overl apping? 16: 35: 21
A. The REST API, ny understandi ng, was the 16: 35: 24
original form of the Facebook Devel oper Pl atform 16: 35: 28
So ny understanding is that was | aunched in 2007. 16: 35: 30
And my understanding is the REST APl was 16: 35: 37
deprecated in -- I'mnot sure of the specific date, 16: 35: 39
but ny understanding is around the tinme that 16: 35: 43
Graph APl Version 1.1 or 1.2 was -- was announced. 16: 35: 46
But that -- we can follow up with a 16: 35: 53

speci fic because | want to make sure | don't give 16: 35: 57
you the wrong answer. 16: 36: 00
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Q Sure. And do you have a rough idea of
what year the Graph APl canme into being?

A. The Graph APl was | aunched in April 2010.

Q So we've touched on the G aph API
Version 1, and that's another inportant term |
want to make sure | understand that.

So Graph APl version, was it 1.0 or 1.17
VWhat was the very first version of that
syst enf?

A. The Graph APl was | aunched in April 2010.
At the time, it was just called the "G aph API."

Q Okay. And | gather from your Linkedln
résumg, you had sonething to do with the initial
devel opnent of the Graph API version zero, | guess,
what ever you call it. |Is that right?

A.  So the version of the APl that was
originally launched in April 2010 is what |ater
becanme known as Version 1.

I was actually not involved in the
devel opnent of that. It was launched in
April 2010. | joined the conpany in
Sept ember 2010.

Q Okay. So let's -- let ne nake sure |
understand the different versions.

It starts with Graph API, period, and then
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it evolved into what? 16:37: 22
VWhat were the different evol utions of 16: 37: 24

that, of the Graph API? 16: 37: 26
A. It was called just the "Graph API" from -- 16: 37: 29
fromlaunch in April 2010. That -- that, kind of, 16:37: 32
version | ater becane known as "API Version 1" when 16: 37: 38
a new version that was referred to as 16: 37: 43
"API Version 2" was |launched in April 2014. 16: 37: 45
Q And in the evolution from Version 1 and 16: 37:52
Version 2, were there specific reasons why Facebook 16: 37:55
made changes? 16: 37:59
A. The Graph API, the original version of the 16: 38: 02
Graph API, evolved constantly over tinme as well. 16: 38: 06
So there were changes being made to the -- to the 16: 38: 10
Graph APl from launch for a wi de range of reasons. 16: 38: 14
Q Okay. And, specifically, in the changes 16: 38: 20
fromVersion 1 to Version 2, what were the 16: 38: 22
reasons -- what were the mmjor changes that were 16: 38: 24
made? 16: 38: 27
A. It was a |large nunber of changes | aunched 16: 38: 29

as part of APl Version 2. 16: 38: 33
How nuch -- how nuch depth would you |ike 16: 38: 37

me to go into? 16: 38: 39
Q Well, let me ask it this way: Wat were 16: 38: 41

the problens that Facebook was trying to solve in 16: 38: 44
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the transition from Version 1 to Version 2?
A. There was a -- also a whole -- also a
whol e range of problenms that -- that we were

attenpting to solve

Can you hel p me understand, like, what you

are | ooking for?

Q Well, let's start at the -- are you
fam liar with the expression "the 30, 000-foot
l evel "?

A. 1've heard of that term yes.

Q Okay. So let's think about it in terms of

at the 30,000-foot level if there were mmjor issues

t hat Facebook was attenpting to solve through that
transition, if any of those conme to nind
A I'll do ny best to explain sone.

One was that the original way that
br eaki ng changes had been nmade in the Facebook
Devel oper Platformwas in an app configuration

So in your app, configuring your app
settings, that was a workabl e mechani sm when t he
Facebook Platformwas primarily called by
server-side applications.

In the early 2010s, the devel oper
ecosystem noved nore and nmore to nobile

applications, which neant devel opers' code running
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on devices, which neant that it was harder for them
to centrally control changes to the API.

And so one of the big problens that
Facebook was trying to solve with the | aunch of
APl Version 2 was the introduction of versioning
itself; to allow devel opers to specify the API
behavi or they wanted when calling the API.

Q Okay. And can you think any of other
maj or probl ens Facebook was attenpting to resolve
with Graph APl Version 2?

A.  Another thing that was being solved with
Version 2 is the |limting of the anobunt of data
that was avail able via the API

Q And why did Facebook want to do that?

A. It was a range of reasons why Facebook was
attenpting to alter the amount of information that
was available via the API.

One reason that cones to mind is that we
had heard feedback fromusers that they were
concerned about the amount of information that was
avail able via the API, and we wanted to increase
trust -- user trust in the Facebook Devel oper
Platform and that was one of the drivers behind
t hat deci si on.

Q  And when Facebook heard from users about
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their concerns, were those concerns with respect to
any particular types of user information that was
bei ng nade available to third parties?

A. There was a -- a range of concerns. One
of themwas the ability for apps to access friends
i nformati on.

Q And was another reason to limt the anount
of user information made avail able to devel opers a
desire by Facebook to better profit fromthe data
it collected about users by giving away less to
devel opers for free?

A.  Can you repeat the question?

Sorry, | want to nmake sure | understand.

Q Sure. It took ne great nental acuity to
say it in the first place, so how about if |
just -- if we read it back and see, if you heard it
a second tinme, it makes better sense. It m ght
just be a bad question, but let ne | ook and see.
And | can read it.

Was anot her reason to linit the amunt of
user information made avail able to devel opers a
desire by Facebook to better profit fromthe data
it collected about users by giving away | ess of
that information for free?

A. Having spoken to people and read
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docunents, that's -- that's not a concern that was,
as | understand it, front and center in the
deci si on- maki ng.

Q Was that a concern that was discussed or
expressed at tinmes, however?

A. | have recalled seeing docunents that
were -- there were a nunmber of discussions about
how t o bal ance the equities between users,
devel opers, and Facebook -- in this case, the
company Meta but also the application -- as to how
t he Facebook Devel oper Pl atform was being used.

Q Thank you. Do you know, when was the
first tinme or tine period that Facebook heard
concerns expressed by users about the amount of
their information that was being nmade available to
third parties?

A. | don't know -- I'mnot able to sense
specifically when those concerns began to be heard.

| am aware that there was some -- sone
research done, and there were some di scussions
happening in -- in the 2012 and 2013 tinme period;
but exactly, you know, when this was -- was --
began to be discussed is hard for nme to say with
specificity.

Q And then Graph APl Version 2 becane

16:

16:

16:

16:

16:

16:

16:

16:

16:

16:

16:

16:

16:

16:

16:

16:

16:

16:

16:

16:

16:

16:

16:

16:

16:

43:

43:

43:

43:

43:

43:

43:

43:

43:

43:

43:

43:

43:

43:

44

44

44

44:

44

44:

44

44

44

44

44

08

11

14

15

17

23

28

32

36

39

43

50

53

58

01

04

09

14

18

20

23

28

36

38

39

Page 45

Veritext Lega Solutions
866 299-5127




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

Case 3:18-md-02843-VC Document 1074-8 Filed 11/04/22

CONFIDENTIAL

Page 47 of 1480

operative when?

A.  Gaph APl Version 2 was nmade broadly
avail able on April the 30th, 2015 -- sorry,
April the 30th, 2014.

Q Okay. So during the tine that Facebook
users expressed sone concern -- you think sometine
starting in around 2012 -- and those concerns
were -- or were those concerns addressed in
Graph APl Version 27

A. APl Version 2 contained a nunber of
changes designed to -- to satisfy some of those
concerns.

Q And those changes were inplenmented in --
in 2015.

A. The -- APl Version 2, you know, was

| aunched in -- on April 30, 2014, and the previous

versions of the APl began to be deprecated -- began

to be deprecated in -- on April 30, 2015.

Q I'mconfident that all these questions
will make the nore specific testinmony a |lot faster
because we have a basi c understandi ng now of these
terms, so | appreciate your patience as we go
through. | have a few nore questions that are
general in nature like this before we get

specifically into the topics and subtopics of the
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noti ce.

You testified that Facebook provided
access to Facebook user information to what we've
called "third parties" through APIs. Right?

A. The Facebook Devel oper Pl atform all owed
third parties to build applications that accessed
data on Facebook users via the Graph APl or via a
set of APIs.

Q And apps are one category of the third
parties that could access APls on the Facebook
Pl at f or n?

A. Sorry. Can you -- this is one of the
things that -- to make sure we get right and
under st and, can you specify -- just repeat the
guestion agai n?

And -- if you're referring to one of the
categories, could you help ne understand what, in
your mind, is the other categories?

Q Sure. I'mgoing to go through sone
different categories. |I'mtrying to understand the

different entities that were allowed to use the --

the -- use APIs to access information
And one of those -- and I'mcalling them
"categories." If you have different term nol ogy,

pl ease tell ne what it is.

16:

16:

16:

16:

16:

16:

16:

16:

16:

16:

16:

16:

16:

16:

16:

16:

16:

16:

16:

16:

16:

16:

16:

16:

16:

46:

46:

46:

46:

46:

46:

46:

46:

46:

46:

46:

47:

47:

47:

47:

47

47:

47:

47:

47:

47:

47:

47:

47:

47

21

22

23

26

30

33

38

44

47

50

54

00

01

04

06

07

10

12

14

16

18

21

23

25

27

Page 47

Veritext Lega Solutions
866 299-5127




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

Case 3:18-md-02843-VC Document 1074-8 Filed 11/04/22

CONFIDENTIAL

Page 49 of 1480

But one of the categories that could

access APIs was -- are referred to as "apps."
Ri ght ?

A. So in the context of the Facebook
Devel oper Platform to access any information via
the APl had to be done through a Facebook app ID;
t hrough a Facebook application with a specific
Facebook app ID

Q Okay. So that brings me to nmy next
guestion, which is partners.

Facebook has what it refers to as

"partners." Correct?

A. 1've heard -- |'ve seen the term "partner"
used. It refers to a wide range of rel ationships
bet ween Facebook and its -- and various third
parties.

Q Okay. And you were involved in the
part nerships group for four years or so at
Facebook?

A | was -- | was involved in the
part nershi ps organi zati on from Septenber 2010 unti
around January 2014.

Q Okay. And what did the term
"partnerships" nean in that context?

A. In that context, "partnerships" refers to
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a range of relationships between Facebook and -- 16: 48: 37
and third parties, ranging frominformal to nore 16:48: 41
structured rel ati onshi ps governed by contracts. 16:48: 48
Q And with regard to those partnerships, was 16:48: 51
Facebook providing access to user information 16: 48: 55
t hr ough APl s? 16: 48: 57
A.  In the context of the Platform 16: 49: 00

Part nerships team we typically -- the people on 16:49: 02
the Pl atform Partnerships team would typically be 16: 49: 05
working with third parties that were using the 16:49: 09
Facebook Platformin sone way. 16:49: 11
Q Oay. And | think this is what I'mtrying 16:49:13

to get at. 16:49: 15
Are there entities that Facebook calls 16:49: 16
"partners" that have access to Facebook user 16:49: 17
i nformati on but do not have apps on the Pl atfornf 16:49: 21
A. In this specific -- in this context, | 16: 49: 27

I am not aware of -- of -- in this specific 16: 49: 34
context, when we're tal king about platform 16:49: 39
partnerships, it's typically referring to entities 16:49: 41
that use the Facebook Devel oper Platform which 16:49: 44
woul d typically be done by -- through an app ID, 16: 49: 47
but there were other features of the Facebook 16: 49: 51
Devel oper Platformthat did not require you to use 16: 49: 53
an app |ID. 16:49: 56
Page 49

Veritext Lega Solutions
866 299-5127




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

CONFIDENTIAL

Case 3:18-md-02843-VC Document 1074-8 Filed 11/04/22 Page 51 of 1480

Q And, generally speaking, what were those
features?

A. One common set of exanples was the social
pl ug-ins, which a devel oper or an entity could
embed on their own website, that didn't access the
Facebook APl -- sorry -- didn't access the
Graph API.

Q And how did those features provide access
to Facebook user information?

A. Those products were enbedded on --
typically enbedded on the third-party website and
woul d render information to the -- to the person
viewi ng the web page.

The -- the entity that ran the web page
woul d not see the contents within the socia
pl ug-in.

Q And woul d Facebook obtain that
i nformation?

A. To render a social plug-in, it would be
rendered by Facebook servers.

Q Okay. So that was a nechani sm by which
Facebook obtained information about Facebook users
whil e they were of f-platforn?

A.  The way the "Like" button worked was to

render -- if you visited a website that had the

16:49: 57
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"Li ke" button enbedded on it, then the Like button
woul d render. And in order to render it, Facebook
woul d receive a request fromthe user's web

br owser.

Q Okay. And that was not through an API
that was through this other product.

A. The social plug-ins are a different way of
Facebook integrating information into third-party
contexts that users could access.

Q And what is the time period that socia
pl ug-ins have existed?

A. My understanding is that social plug-ins

wer e |aunched al ongsi de the Graph APl in

April 2010

Q And are they still active today?

A. | think there are sonme social plug-ins
still active today, although |I'm not certain, and

that's something we can follow up on.

Q And is there a tool that allows Facebook
to identify what social plug-ins exist and the tinme
period in which they've been active?

A. The Facebook code base, similar to ny
previ ous answer, would allow you to -- would allow
sonmeone to understand which social plug-ins have

exi sted over what period of tine.
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Q Are you famliar with the term
"integration partners"?

A. 1've heard the phrase "integration
partners," yes.

Q And what is an "integration partner"?

A.  Again, can you help nme understand in the
context in which you're asking the question?

Q Sure. Al of ny questions are around
trying to understand how Facebook shares
information with what I'mcalling "third parties,"”
and ny understanding is that integration partners
are an entity with which Facebook shares user
i nformati on.

So in that context.

A. My understanding of the term-- of
i ntegration partners in that context is a set of
entities, third parties, that Facebook had a
relationship with to enable themto build
Facebook-1i ke or -- Facebook-branded or
Facebook-1i ke or feedback-branded experiences on
the third party's platforns and services.

Q And so Facebook user information was
provided to integration partners. Right?

A. Typically, the way that an integration

partner application works is that the application
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was offered to users on that platform

Users woul d choose to use that application
and, as a result of the user choosing to use the
application, information about -- information would
be shared -- that the user had granted access to
woul d be shared with the third party in order for
themto provide the experience for a user.

Q And do integration partners have apps on
t he Facebook Pl atfornf

A. The way that you would -- a devel oper
woul d interact with the Facebook APIs woul d be
through an app ID, which is what I'mreferring to
as an "application" in this specific context.

Q Okay. And, again, I'mjust -- | want to
make sure | understand.

So in order to create that Facebook
experience on a phone, would the information
necessary to create that experience be conmuni cated
to that phone conpany via the Graph APl or through
some ot her mechani sn?

A. To build one of these integration partner
experiences, the information would be made
avai |l abl e through the Graph API; but, typically,
the informati on woul d be accessed fromthe device

itself that the user was using.
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Q Okay. So not through an app on the
Facebook Pl atform

A. This is where we need to nmake sure we're
using the specific terns.

The way you access the Facebook set of
APl's, the Facebook Platform is through an entity
call ed a "Facebook app I D" or a "Facebook app,"
whi ch has an app ID. That identifies -- that
all ows the owner of the app to nake calls agai nst
t he Facebook APIs.

So, in that context, that's very
specifically what I'mreferring to as a "Facebook
app. "

Q Oay. And is there anything -- And,
again, this clarification is really hel pful

I n thinking about how integration partners
get information about Facebook users, is there
anything different about that systemthan the way a
normal app devel oper gets information about users?

A. On a technical level, the way that the
information i s exchanged woul d have been done
t hrough the Graph API, which is the standard way to
access -- that users would give their information
to apps and third parties.

So, at a technical |evel, the nmechani sm of
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i nformation interchange is the same, but an
i ntegration partner would be -- would be billing,
typically, a different kind of experience than a
regul ar Facebook Pl atform devel oper
Q And that experience was different because
one is on the Platform the Facebook Platform and
the other is on the integration partner's device?
A. So this -- again, this is for ne to get
very specific about.

In the context of the Facebook Platform
there is a concept of a feedback app, which is the
entity that determ nes the -- how the information
is accessed, what perm ssions have been granted by
users, and so on.

VWhat devel opers build are often al so
called "apps," and, like, that's a -- that's a
di fferent concept.

The application that a third-party
devel oper would build m ght run on their web
server. It mght run on their hardware. It m ght
run on a user's physical device.

And so these are distinct concepts which

are inportant to -- to separate.

Q Does Facebook have a termfor -- for users

that interact with integration partners, or are

16:

16:

16:

16:

16:

16:

16:

16:

16:

16:

16:

16:

16:

16:

16:

16:

16:

16:

16:

16:

16:

16:

16:

16:

16:

56:

57:

57:

57:

57:

57:

57:

57:

57:

57:

57:

57:

57:

57:

57:

57:

57:

57:

58:

58:

58:

58:

58:

58:

58:

59

03

06

09

14

17

20

27

31

32

34

38

42

45

47

50

56

58

01

05

08

12

15

19

23

Page 55

Veritext Lega Solutions
866 299-5127




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

CONFIDENTIAL

Case 3:18-md-02843-VC Document 1074-8 Filed 11/04/22 Page 57 of 1480

they called "integration users,” or is there sone
term nol ogy that applies to that?

A. I'mnot aware of distinct term nology that
woul d be different. These are just users.

Q And before, you nentioned that a user
aut horizes the integration partner to obtain

i nformati on when the user interacts with that --

let's call it -- again, let's call it a phone, a
nobi | e phone. Is that right?
A. VWhen a -- a good -- | think the easiest

way to answer this question is with an exanple.

So one good exanple here would be a
Facebook- branded app on the Bl ackBerry nobile
pl at f or m

The user -- a user would typically have a
Bl ackBerry device or buy a BlackBerry device.
There woul d be a Facebook-branded app avail able on
that device. The user would choose to log into
the application and, as a result of doing that,
woul d give the code running on the Bl ackBerry
device the ability to access that information that
t hat user would have had access to on Facebook on
the app built onto the -- the Facebook-branded
application built onto the Bl ackBerry device they

wer e using.
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Q Okay. And in that exanple, the user
aut horizes access to the Facebook user's
i nformation. Correct?

A. VWien | -- if a user chooses to use the
Facebook- branded application on a Bl ackBerry
device, they are logging in on -- to that
application; and, as a result, the application has
access to sonme of the information that that user
woul d be able to see on Facebook.

Q And that information that that conpany
woul d have access to would include information

about the user's friends. Right?

A. In the specific exanple I was just talking

about here, this would be a Facebook-branded
application; a Facebook-branded product running on
the user's BlackBerry device.

And the user's BlackBerry device woul d
then be making calls to Facebook's APl in order to
render a Facebook experience -- a representative
Facebook experience on that user's BlackBerry
devi ce.

Q And that would -- anong other types of
i nformati on that would be nade avail able in that
exanpl e, friends information would be made

avail able. Right?
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A. Typically, a user would expect when
they're using a Facebook- branded experience to see
i nformati on about their friends and what their
friends had been doing.

Q And so the answer is yes?

A. If I'"musing a Facebook-branded
application on a BlackBerry device, | woul d expect
to see information about my friend, yes.

Q And in that exanple, the friends are not
the ones who authorized Bl ackBerry to obtain that
i nformation. Right?

A. The user is using a BlackBerry application
on the Bl ackBerry device, and the user has
aut horized that application to access Facebook's
APls in order to render a Facebook experience on
t hat devi ce.

Q So the answer to my question is, correct,
the friends did not authorize BlackBerry's access
to their information?

A. One of my friends my have also had a
Bl ackBerry device and may have | ogged in to the
Facebook- branded experience on that device.

Where | have -- |'musing Facebook -- the
Facebook- branded experience on ny Bl ackBerry

device, then | amreceiving -- | would be seeing
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data on ny phone that was fromny friends that may
not have been using Bl ackBerry.

Q So, again, to answer the question, when
Bl ackBerry obtained friend information, that friend
i nformati on would include the information of people
who did not themsel ves use the Bl ackBerry device.

A I'mtrying to -- I'mtrying to

under stand - -

Q I -- like --
A. Sorry.
Q Sorry. Go ahead. | apologize for

i nterrupting.

A | -- I'"'mtrying to work through the
specific exanple and explain the -- you know, how
t hese things, you know, worked froma user |evel
and a technical |evel.

In this case, you know, it's a -- it's a
set of code that happened to be witten by
engi neers at BlackBerry that ran on a user's
device, and it was that code that would have been
accessing -- typically, in that case -- accessing
t he Facebook API.

Q Right. As you said, as you explained in
nore detail, when a user authorizes BlackBerry to

obtain the informati on, sone of those user's
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friends may al so have authorized Bl ackBerry.
And in that situation, both of those
peopl e had authorized Bl ackBerry to obtain their

i nformation. Right?

A. It's possible that -- yes, | would have
had -- | mght have used -- | never actually had a
Bl ackBerry -- one of ny friends -- | may have used

t he Facebook application on a Bl ackBerry device.

One of ny friends may have al so used a

Facebook application on a Bl ackBerry device. But

when | was using the Facebook application on the

Bl ackBerry device, the experience would have

i ncluded information provided by the Facebook API

about people who had -- who were not necessarily
usi ng the Bl ackBerry application on their

Bl ackBerry device -- the Facebook-branded
application on their Bl ackBerry device.

MR. LCESER: Ckay. Thank you

M. Blume, we have been going for a bit,

and we're about to transition into another area.

If now would be a tine you would want to

take a break, that would be fine with nme, or we can

keep rolling.

MR. BLUME: Now would be great. Thank you

very nuch.
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THE VI DEO OPERATOR: Okay. And we're off
the record. It's 5:04 P.M

(Recess from5:04 PP.M to 5:22 P.M)

(M. Mel aned joined the deposition.)

THE VI DEO OPERATOR: We're back on the
record. It's 5:22 P. M
BY MR LCESER:

Q I'mnot sure whether to say good norning
or good afternoon, but still nmorning here and | ate
afternoon for you, so whichever

Wel conme back.

And a few other questions | realized
before we get into the notice itself, and |'m going
to ask you about a terml've seen in sone Facebook
docunments called "nonapp user-sharing.”

Is that a termthat you're famliar with?

A I'mnot famliar with the term "nonapp
user-sharing" specifically, no.

Q Okay. Let metry and dig in a bit and see
if we can figure it out.

In addition to user information and users'
friends' information, Facebook at tines provided
third parties access to information from peopl e who
are not friends with the user. |Is that correct?

A. | think nmy -- sorry.
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CONFIDENTIAL
Repeat that again. The specifics matter, 17:24:05
yeah. 17:24:07
Q. Yeah. So let me give you an example, and 17:24:09
you can -- and maybe what I said makes more sense. 17:24:12
Are you familiar with the Events API? 17:24:16
A. I am familiar with the Events APIT. 17:24:21
Q. And what is the "Events API"? 17:24:23
A. The Events API, as I understand it, refers 17:24:26
to a set of APIs that would be used by a Facebook 17:24:29
Platform application to access the events that a 17:24:35
user of the application was attending or had been 17:24:40
invited to attend, for example, or had attended in 17:24:47
the past, and -- yeah. I think that's -- that's a 17:24:52
high-level explanation. 17:25:00
Q. And so the Events API provided access to 17:25:02
information about [} ] A but alsc 17:25:05
I 2t oo event. Right? 17:25:08
A. My understanding is that the API allowed 17:25:12
an application to see || NG 17:25:15
- EEE 17:25:20
0. 2and some of those NG 17:25:21
I 17:25:23
Correct? 17:25:25
A. The API would -- my understanding is the 17:25:27
arT would return a [ 17:25:30
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Q And is that situation -- have you seen
that described as "providing access to nonapp-user
i nformation"?

A. | don't recall seeing it described as

that, but that -- that term seens |ike a reasonable

one to use in that context.

Q Let's go back to Exhibit 330 and to
page 13, which was the -- and we're going to post
all the exhibits on the screen so if it's easier
for you to look that way, you can do that.

And while we're getting there, | am going

to read Topic 6, which is one of the topics for
whi ch you have been designated to testify.

It is:

"The devel opnment of friend-sharing,
including but not limted to: its purpose
and identification of those involved inits
devel opnent; how the technol ogy functioned;
the APlIs and pern ssions associated with
friend-sharing; the communication of this
technol ogy to users, including the drafting
of Facebook's Terns of Service, SRR, and Data

and Privacy Policies relating to
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friend-sharing; and the revenue inpact and

net profits for Facebook relating to

friend-sharing throughout the Cl ass Period."

Did | read that correctly?

A. You read that correctly.

Q And ny understandi ng from comuni cati ons
fromyour counsel is that you have not prepared or
been prepared to testify about the follow ng
cl ause:

"...the conmunication of this technol ogy
to users, including the drafting of
Facebook's Terns of Service, SRR, and Data
and Privacy Policies relating to
friend-sharing."

Is that correct?

A. That's correct with my understanding, yes.

Q And, sir, over the course of your
enpl oynent at Facebook, have you devel oped persona
know edge of the topic | just read?

A. M personal know edge would cover that to
sone degree, yes.

Q M. Cross, tell me what you did to prepare
to testify regarding Topic 6.

A. | spoke to a nunber of people inside the

company. | reviewed the docunents that have been
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produced in this case, both some docunents that mny
| egal team shared with ne and the docunents that
you have shared with ne.

| al so spent sone tine | ooking at the
Facebook devel oper website as it was in the past to
under stand how -- how the platformoriginally
wor ked woul d refresh nmy nenory.

Q And as to the statenent you just made,
where did you go to find how the Devel oper Platform
existed in the past?

A. | used the Wayback Machi ne, otherw se
known as archive.org, | think, is its address.

Q Okay. So you didn't use any system or
tool within the Facebook structure.

A. Not to access the previous versions of the
Facebook devel oper website, no.

Q And | asked you about whether you had
personal know edge of the communi cation subt opic.

Wth regard to the remai nder of the topics
covered by Topic 6, over the course of your
enpl oynment, did you devel op personal know edge of
those topics as well?

A. Gven ny involvenment in this product area,
| did devel op personal know edge of how these

t hi ngs wor ked.
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Q And is there any component of this notice
that is a topic that the sole source of your
know edge is the preparation you did for this
deposition?

A. Gve nme a second just to read the terns

agai n.

(Revi ewi ng docunent.)

THE W TNESS: And your question was the --
the -- in preparing -- sorry.

Just repeat your question again.

Is it the sole thing is ny persona
experience, or the sole thing is not ny persona
experience?

BY MR, LOESER:

Q Not your personal experience.

I"'mtrying to find out if there's any
aspect of this that you only know about because of
the preparations that you did for this deposition
t oday.

A. O those, the -- the revenue inpact and
net profits is an area that | was not closely
involved in at the tine. And so in trying to
answer your forthcom ng questions on that topic,
"1l be primarily, if not exclusively, relying on

the preparation |I've done and the docunents |'ve
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read.

Q And for that particular issue, what
preparation did you do?

A. | reviewed a set of docunents that had
been produced in this -- in this case, and | asked
sone of the people that | spoke to in preparation
what their recollection was around assessments of
revenue i npact and net profits.

Q And who were the people that you spoke to

on that topic?

A. | would have spoken to Eddie O Neil
I me Archibong, and -- I'mtrying to remenber who
spoke to about what -- and | think Francisco
Var el a.

Q M. Cross, based on your preparation with
regard to Topic 6, do you believe you are
reasonably educated to testify on these matters,
with the one caveat of the communication piece?

A. 1've done ny best to be prepared to
testify on these matters, yes.

Q Okay. So do you believe you are
reasonably educated to testify on these nmatters?

A. | believe |I'mreasonably educated to
testify on these matters.

Q And do you agree that the notice concerns
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i nformation that is known or reasonably avail able
to Facebook?

A.  That matches ny understandi ng; yes, known
or reasonably available to Facebook.

Q So let's |look nore at Topic 6

And this topic, obviously, concerns
friend-sharing. Right?

A. The topic concerns the devel opnent of
friend-sharing, as | understand it, yes.

Q And tell ne: What was the purpose of
friend-sharing for Facebook?

A. To help nme answer that, can you define for
me what you think you nmean by the phrase
"friend-sharing"?

Q That is an excellent question, and so |et
me ask you

How does Facebook -- what does Facebook
mean by the term"friend-sharing"?

A. In this context, my understanding of the
phrase "friend-sharing" is where a Facebook
application would be able to access sone
i nformati on about an app user's friends that hadn't
necessarily explicitly used that application

Q And can we expand the definition to also

cover the context in which private APIs are used to
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give access to friend information, or would that be
covered by what you said?

A. It's hard to answer that question given
the -- the definition of "private API" being a wi de
range of things would be classified or classifiable
as private APIs; many not limted -- or not
i nvol ving friend-sharing in any way.

Q And | appreciate that, and so |'m asking
specifically about private APlIs that provided
access to friend-sharing informtion

I mean, | guess | should ask: Private
APls did, in fact, for some partners provide access
to friend information. Right?

A. There were sone partners who had access to
i nformati on that users had authorized the
application to access that included friend
i nformati on.

Q Okay. And so when | use the phrase
"friend-sharing" for purposes of this deposition, |
intend to mean any friend-sharing, when it was via
private APIs or otherwise via APIs on the Platform

Is that fair?

A. | think we should -- I'Il try and call out

where that distinction is inmportant because there's

a nunber of different ways in this -- that these
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t hi ngs wor ked.

| understand your -- your initia
understanding of -- | refer back to my definition
of "friend-sharing,” and I will try and -- | will

try and call out where | see a distinction between
friend-sharing as it was available to regul ar
nonwhitelisted devel opers and via private APIs.

Q | appreciate that. And | have some
guestions, too, that separate along those |lines, so
I think that will work quite well.

And | asked you what the purpose of
"friend-sharing"” was.

So with that definition of
"friend-sharing," can you descri be what the purpose
was?

A. Friend-sharing was an inherent part of the
Facebook Platformas it was built, starting in
2007, to allow app devel opers to build engagi ng
soci al experiences.

In many cases, a user would be the first
person to -- they know to authorize an application
and in order for that application to build an
engagi ng soci al experience, the application would
have access to a subset of the information that

t hat user could see on Facebook.
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The original prem se of the Facebook
Platformis the -- the app that a user was
aut horizing woul d be able to see things that they
could al so see on Facebook.

Q And who came up with the idea of
friend-sharing?

Is there a particular person?

A. | don't know. We -- | don't know the
speci fic name of the person who cane up with
friend-sharing.

The ability to access information about
the friends of a person using an application was,
as | understand it, part of the Facebook Devel oper
Platformfromits inception; and so the people
i nvol ved in devel opi ng the Facebook Pl atform woul d
have been the people determ ning how it operated.

Q And was Mark Zuckerberg involved in the
devel opnent of the platforn?

A. There were a nunber of people involved in
the devel opnent of the platformcirca 2007, when it
was |launched. | imagine Mark was aware that this
pl atform was | aunching. | don't know how nuch he
was involved in the devel opnent of the platform

Q And do you know i f Mark Zuckerberg had

anything to say one way or the other about whether
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friend-sharing should be part of the platform at
its outset?

A. | have not seen any docunents or
communi cation that would indicate how the decisions
as to how the platformwas designed were -- were
come to.

Q And would you agree that the
friend-sharing APls provided a significant anount
of information about users to app devel opers?

A.  Can you hel p me understand what you nean
by the "friend-sharing APIs"?

That's not a termI'mfam|liar wth.

Q Well, what is the termyou use to describe
the different APlIs that provided for access to
friend informtion?

A. They would just be called the "APIs." The
Li kes APlI, for exanple, would be one. And then
that APl could be called in a nunber of different
cont exts.

Q And weren't there a number of APIs that
had the word "friends" in thenf

A. There were a nunber of permni ssions that
had the words "friends" in them There nmay have
been some APIs with the word "friends" in, but I --

again, the difference between APlIs and perm ssions
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is an inmportant concept to draw.

Q Okay. Well, let's talk about perm ssions,
t hen.

So when |'ve seen lists of what |'ve been
referring to as "APIs" that say "friends video
wat ch" or "friends posts" or "friends whatever,"
|'ve been -- | think of those as APIs.

But you're telling me | should think of
t hose as perm ssions.

A. There's a -- in Graph APl Version 1, there
was a specific set of pernissions that were
referred to as the "friends perm ssions."

And | think that's the nost proper way to
refer to them

Q And were friends pernissions wi dely used
perm ssions prior to the inplenentation of
Graph APl Version 27?

A.  Can you hel p me understand what you mean
by "wi dely used"?

Q Well, what does that termjust naturally
mean to you?

A. It could mean a nunber of different
things. It could nmean whether or not they were
frequently asked by applications; regularly granted

by users.
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Hard to answer without the specifics.

Q Well, let's start with frequently called
by applications.

Were friends pernissions frequently called
by applications?

A. They were -- friend perm ssions were
certainly requested by many applications, but many
applications -- | think the majority of
applications on the Facebook Devel oper Pl atform
woul d not have requested -- would not have
typically requested access to friends information

Q And -- but a trenmendous vol une of user
data was nmade accessible through friends
perm ssions, wouldn't you say?

A. | am not sure what you nean by
“tremendous. "

The friend perm ssions all owed
applications on the Facebook Platformto access
i nformati on about an app user's friends.

Q And Facebook was concerned about the
amount of information that was nade avail able via
the friends perm ssions. Correct?

A. There were discussions internally about
how t he friend perm ssions were being used by

applications.
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MR. LOESER: \Why don't we put up an
exhibit. And -- Tab 4, which would be 331 now?

332. Al right. W're going to mark
Exhi bit 332.

(Deposition Exhibit 332 was marked for

i dentification.)

BY MR. LOESER

Q And over the course of the day, |'m going
to be referring to "tabs." That's really just for
our benefit over here. A docunent will magically

appear on your screen that are tabs for nme but are
Bat es numbers for you. So -- and exhibit numnbers.

This is a slipcover sheet which is not the
docunent itself that has the metadata for the
docunent .

So if we can go to the next page of the
docunent, |'m showi ng you an email fromthe nane
that we can't say that we have agreed to call "KP"
to a nunmber of people, including Allison Hendrix,
dat ed Septenber 27, 2013.

Is that the docunent that's in front of
you?

A. That's the docunent | see, yes.
Q And can you |l ook at the first paragraph

the first full paragraph of that docunent?
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A, Yep.
Q And KP wites:
"Hello, all, A quick update from ny end.

The spreadsheet wi th the NN
I has now been updated with the nunmber

I " e course of
B 'his is an indication of the volunme
of identity required by those third parties.

| must admit, | was surprised to find out

that we are giving out a |lot here for no

obvi ous reason...just to give you an idea."

A.  You mssed the word "data" between
"identity" and "required," | think, but other than
that, you got --

Q Thank you.

And do you understand what "identity data"
is?

A. It's hard for ne here to be -- to know
specifically what he's referring to, but -- yeah
so it's hard for me to know explicitly what he is
referring to.

In ny personal capacity, | would
understand that to mean -- no, I'mnot sure | could
conclusively say what he's referring to by

"identity data."
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Q Could it be informati on about Facebook
users?
Does that seem |i ke a reasonable
interpretation of that phrase?

A. Looking at the APl call here, this

would -- ny understanding is this is referring to
the nunmber of requests to a user ID, |like a user --
the user -- what we would call the "user method" of

the Graph API.
Q Oay. And is it a fair interpretation

that KP was surprised at the volune of identity

data -- identity data acquired by third parties who

were calling on friends perm ssions?

A.  No.

Q How do you interpret this email?

A. | interpret this as he uses the word
"surprised," and he uses the phrase "identity
data."

But the three -- there were -- two of the
three exanpl es here are -- one of the three
exanpl es is about the user nethod, and the friends
[ist and the user feed are two of the other three
t hi ngs he tal ks about here.

He does not specifically refer in this

email to friends data.
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Q And what do you think he means when he
says -- or what -- how would Facebook interpret the
phrase that he was "surprised to find out we were

giving out a lot here for no obvious reason"?

A. MW interpretation is that the | NN
B scc's -- he's -- he's surprised by the

I 2/ though it doesn't refer

specifically to the ampbunt of data that was nade
avai | abl e.

Q And why would the -- why did the | NN
I ctter?

A The I s 2 easily
identifiable, retrievable nunmber. |It's potentially
indicative of the |G  hat those
mentioned apps were |

Q And if you look at the first exanple he
provides here, |G
I . |

interpret this to mean i ronthly average
users. Is that right?

A.  "MAUs" neans nonthly active users.

Q So I onthly active
users, right, according to this?

A. According to this, when the data was

pul | ed by whoever pulled the data, it suggests that
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I o0y active users.

Q Okay. And it had what appears to be

|
I's that what that says?

A. That's what | read fromthe document.

Q So there were 138 tines nore requests than
there were users in the last 30 days.

A. | can't do the math in my head, but I
understand --

Q He has it -- yeah, sorry to interrupt, but
the math is there. It says "138X." Right?

A. | see "138S" on the page, yeah.

Q You're saying that you're not sure his

math is right, but -- right?

A.  Yeah, I'"'mnot doing a -- |'mnot doing the
math in my head. |'mjust reading the numbers off
t he page.

Q And what does it suggest to Facebook if --
if there are 138 tinmes as many requests for
identity data than there are nonthly active users?

A. It mght suggest that the app was not very
efficiently devel oped.

Q Mght it also suggest that the app was
obtaining information in ways that weren't rel ated

to the use case for the app?
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A. It mght nmean that the app was maki ng
requests for user data. It doesn't necessarily
i ndicate that that's inappropriate given the use
case of the app.

Q Okay. But here inthis email. KP
i ndi cated that he was "surprised to find out that
we were giving out a lot -- giving out a lot here
for no obvious reason.”

And then he says, "Just to give you an

i dea,"” and he indicates how nmuch is being given

out. Right?

A well, he's indicating |IIIINININGEEE
were made in a | but he' s not neking

any assertion or diagnosis as to why that was the
way it was.

Q Right. But he's indicating that it's --
that -- those figures he provided my satisfy and
provi de neaning to the statenent, "giving out a |ot
here,"” would you say?

A. | think he's -- by "giving out a lot,"
he's likely referring to the nunber of APl calls
made, but it doesn't necessarily refer to -- it
doesn't necessarily nmean he's diagnosed that -- you
know, information about different users is being

exposed here.
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It's eminently possible that Sunrise
queried the API for its app users very
inefficiently.

Q. And for Facebook, is that considered
somewhat of a red flag?

A. I think there's a number of reasons why
Facebook might be interested in how applications
are calling the API.

One example might be that if the app is
developed inefficiently, then there is an impact on
Facebook's ability to serve those requests 'cause
every time the API is called, a lot of code has to
be run.

Q. And do you think that's what KP was
sending this email about?

A. I'm not —- there's no reference here as to
exactly what -- whether or not that was a reason
that KP was sending this email.

I think my understanding from reading this

is that KP was curious as to the _
relative to the G o

the app.

Q. And in the context of the subject of this

email, which i [
B 2t do you think KP -- what was
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Facebook's concern about ]

A. Fromthis email, it's hard to know
specifically what the issue was. | -- | was not on
this email thread in a personal capacity, and | was
unable to talk to KP about what he neant because
he's no | onger at the conpany.

Q And in stepping away fromthis email, was
Facebook aware that friends pernissions were often
cal l ed by apps in ways that exceeded the use case
for the app?

A. At the time there was a nunber of
di scussi ons about how apps were using the
i nformati on they got via the API. One of those
reasons woul d have been that there were sone
guestions about how that information was being
used.

Q And what's the tine frane you're referring
to in your answer?

A. My answer here, I'mreferring to around
2013, the -- roughly when | have reviewed docunents
about this tine, where there was a nunber of
di scussi ons taking place about how apps were using
t he Facebook Devel oper Pl atform and which
particul ar APIs and perm ssions they were using.

Q The way friend-sharing was set up, a
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Facebook user deci ded whether an app or integration

partner got access to the user's friend data.
Ri ght ?

A.  The way the Facebook Pl atform worked is

that users would authorize an application to access

their information. They could also, in API

Version 1 and before, grant the application access
to information about -- sone information about that
user's friends who had not -- who were not
necessarily using the application

Q Okay. And on an app-by-app basis, the
friends thensel ves did not have a say in whether
their informati on was nade avail able to the app
that their friend used. Right?

A. My understanding is that devel opers --
users could opt out of the Facebook Devel oper
Platform and that would prevent their informtion
bei ng shared with nmost third parties.

Q Okay. And that -- and let me make sure
under st and your testinony.

The only way to stop your friends from
sharing your information with an app was to turn
of f apps altogether on the Platform Is that
right?

A. The controls available to users changed
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over tine. For a period, there was a way for users

to access a setting -- an area of settings called
"Apps Others Use" -- | think I'mgetting that
right -- which allowed themto control which

subsets of their information were available to
applications via the friend perm ssions.

Q And what period was that choice avail able?

A. | don't know specifically when that --
those settings were made avail able or were renoved.
It was certainly available, as | understand it, in
around 2014.

Q And why was that choice taken away from
users?

A. My understanding is that that area of
settings was removed when there were no or few
third-party applications that had access to that
i nformation via the APIs.

Q And do you have an understanding -- or
what is Facebook -- well, strike that.

What was the tinme period for which the
only way to stop your friends from sharing
i nformation was to turn off apps altogether on the
Pl at f or nP
A.  To answer that question, |'d need to know

exactly when the Apps Others Use setting was
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i ntroduced, which is a date | don't have, |I'm
af rai d.

Q Oay. And will you follow up and provide
that informtion?

You woul d provide it to your counsel, who
can provide it to us.

A. I'msure we could try and attenpt to
foll ow up on determ ni ng when those settings
were -- were introduced.

Q  And where would you go to search for the
answer to that question?

A. My immediate step would be to ask the
engi neers who had worked on that feature or may
have worked on that feature to try and identify
when that feature was nade avail abl e.

Q Thank you. During the time that the only
way to turn off -- or to block your friend from
sharing your information was by turning off apps
al toget her, can you explain why friend-sharing was
set up that way?

A. The original design of the Facebook
Platformrested on a very sinple prem se, which is
that the user has access to information by using
Facebook, and the user could allow apps to access

the information that they could see on Facebook
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and that would allow those applications to build
rich, engaging social experiences.

That was the sinple, clear, founding
preni se of the Facebook Devel oper Pl atform

Q Fromyour testinony, it sounds |like, just
froma technical standpoint, it is possible for
Facebook to provide a setting through which, on an
app- by-app basis, Facebook users can determ ne
whet her their friends share their information.

Ri ght ?

A. The testinony | think you're referring to
froma few m nutes ago refers to a set of settings
called "Apps Others Use," which allowed users to
opt out of certain types of their information being
shared with any apps their friend used.

My understanding is that was not an
app- by-app setting.

Q Okay. | want to make sure | understand
t hat .

So was there any time when a Facebook user
could block a particular app that one of their
friends used?

Let's call the app "friend's app."” So was
there at any time a setting where a user woul d have

the option of saying no to a friend's app getting

17:59: 06

17:

17:

17:

17:

17:

17:

17:

17:

17:

17:

17:

17:

17:

17:

18:

18:

18:

18:

18:

18:

18:

18:

18:

59:

59:

59:

59:

59:

59:

59:

59:

59:

59:

59:

59:

59:

59:

00:

00:

00:

00:

00:

00:

00:

00:

00:

11

14

18

22

25

27

32

37

44

44

46

50

55

59

03

05

10

13

13

18

23

25

30

18: 00: 32

Page 86

Veritext Lega Solutions
866 299-5127




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

Case 3:18-md-02843-VC Document 1074-8 Filed 11/04/22

CONFIDENTIAL

Page 88 of 1480

their information because their friend used that
app?

A. The feature that enables -- there was a
feature called "Bl ocks" which allows a user to
bl ock a specific application

My understanding is that that would mean

the application would not have access to their
i nformati on by the --

Q So would the user get a notice, say, from

friend' s app that said, "Your friend wants to share

your information. Do you -- are you providing --
like, will you authorize that?"

Is that how it functioned?

A. The way friend-sharing worked was that a
user could authorize an application, grant
perm ssions to that application to access -- well
actually, let me back up

The -- the perm ssions were introduced
into the APl sonetime after the Facebook Devel oper
Platformwas first |aunched.

When -- in the original version, when a
friend -- when a user authorized an application
that application had access to information about
that user and sone information about that user's

friends.
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There were -- the user -- the user's
friends would not get notified that their friend
was using the application. There would be no
pl acebo active notifications.

Q And what was that tine period?

A.  The way the perm ssions -- the granul ar
perm ssions were |aunched in April 2010, and so the
specific feature I'mreferring to there is prior to
April 2010, apps would access a range of
i nformati on without granul ar perni ssions needed to
be granted.

Starting in April 2010, users granted
specific perm ssions to an application deternmnining
whi ch data that application had access to.

Q Right.

A.  Through both of those periods, when a user
installed an application, their friends would not
be notified that they had done so.

Q Okay. And was there a point in tinme when
before a user could share the user's friends
i nformation, the users got notice that the app was
seeking friends information?

A. I'mnot aware of any tinme where a
nonapp-user woul d be notified that one of their

friends was using an application.
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Q Okay. And why was Facebook set up that
way so that friends didn't receive notification
when their users -- when their friends were trying
to provide access to their information?

A. The original prem se of the Facebook
Pl atform was that when a user was using an
application, that application had access to, at the
limt, potentially, anything that that user would
be able to see on Facebook.

It was the user taking the information
that had been shared with them and naki ng that
avail able to an application.

Q And have you seen in docunents that
structure referred to as "authorization by proxy"?
A. | don't recall seeing that phrase in

particul ar.

Q So, now, could Facebook have set up the
pl atform so that before an app could get access to
a person's information, where that person was the
friend of someone using the app, that they could
have received notice that this app is attenpting to
gain the nonapp user's information?

A. It's technically possible that when a user
aut horized an application and granted friends

pernm ssions, that a notification could have been
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sent. That's technically possible.
It would have introduced a nunmber of
unusual experiences, however.

Q And what do you nean by that?

A. So sonmetines |I'mlogging into an
application or I'musing an application for the
very first time. |'mnot necessarily, you know --
I"musing an application for the very first tine.

It might be unexpected for Facebook to
broadcast -- to send a notification to some of ny
friends that | was using the application.

Q  Now, unexpected or not, it would have
gi ven those friends the ability to choose not to
share information in that context. Right?

A. So, again, in this case, the -- the way

that the Facebook Devel oper Platformwas originally

set up was that an app -- based on the sinple
foundi ng prem se that when -- if there was
i nformation that a user could see on Facebook
because it had been shared with them on Facebook,
the -- that information would also be available to
applications that user was using.

Q And were there discussions at Facebook of
the pros and cons of that approach to treating

i nformati on about users' friends?
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A. 1've seen evidence of -- |'ve seen
evi dence of discussions where the -- the inmpact of
t hat nodel was resulting in users being concerned
about the information that they could share with
applications and that their friends m ght be
sharing with applications, ultimately leading to
t he changes nmade in 2014.

Q And would it be fair to describe those
concerns as "privacy concerns"?

A. | think there are a range of concerns as
to how i nformati on was being shared with
third-party apps through the Devel oper Pl atform

Q And were privacy concerns included in that
range of concerns?

A.  Privacy woul d have been -- information
expectation woul d have been one of the concerns
t hat was di scussed.

Q And by that, you nean people didn't
realize their information was being shared in that
way ?

A.  The -- there was discussion about the fact
that some people m ght not be aware that a friend
was using an application and that that friend's --
some of that user's friends' information had been

shared with the app.
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MR. LOESER: Ckay. |If we could go to

Tab 5.

I'mgoing to introduce what will be marked

as Exhibit 333.
(Deposition Exhibit 333 was marked for
i dentification.)

BY MR LCESER:

Q In a nonent you'll see an emmil from
David Poll to Eddie O Neil and al so dated
Decenmber 9, 2013.

Do you see that on your screen?

A. | do.

Q Do you know who David Poll is?

A. David Poll was an enpl oyee of Facebook,
now Meta, in the past, and |I recall him being one
of the cofounders of a conpany called Parse.

Q And from-- was there discussion at
Facebook about who owned friend information;
whether it was the user's information or the
friends' information?

A. Let nme just read the exhibit before
answer your question.

Q Sure. And Il -- it's a long string, and
I'"m going to be asking you about sonme statenents

made by Eddie O Neil and David Poll on the second

18:08: 08

18:

18:

18:

18:

18:

18:

18:

18:

18:

18:

18:

18:

18:

18:

18:

18:

18:

18:

18:

18:

18:

18:

18:

08:

08:

08:

08:

08:

08:

08:

08:

08:

08:

08:

08:

08:

08:

08:

09:

09:

09:

09:

09:

09:

09:

09:

10

15

17

29

30

31

32

35

39

42

44

44

50

54

58

07

11

14

19

21

23

25

29

18: 09: 32

Page 92

Veritext Lega Solutions
866 299-5127




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

Case 3:18-md-02843-VC Document 1074-8 Filed 11/04/22 Page 94 of 1480

CONFIDENTIAL

page of the emil, if that hel ps, on the bottom
A.  (Review ng docunent.)
Ckay. It just scrolled.

Q Let nme apologize. Let ne save sone tine
by just referring you to -- if you go to the second
page, this is a chat between Eddie O Neil and
David Poll. Is that right?

A. This to nme represents a chat between Eddie
and Davi d, yes.

Q Oay. And if you go to the bottom of the
second page, about two thirds of the way down,
Eddie O Neil says:

"1 disagree -- your friends' birthdays
aren't yours to take with you. We let you do
that today, and it's created confusion al ong

with I 'S al so

exactly what's gotten us into trouble with
I
Do you see that?

A. | do see that.

Q And does this -- does this suggest that at
Facebook, there was di scussion about who owned --
and | can put in air quotes -- who owned friend
i nformation; whether it belonged to the user or

bel onged to the friends?
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A. My understanding, this is a discussion
about who -- who did or should have the ability to
choose how informati on was shared with third
parties.

It's -- I"'mnot sure I'd refer to it as
"who owns," but it's certainly a discussion about
t he nodel or the nodels for which information could
or should be shared with third parties.

Q And what is M. O Neil referring to here
when he says "it's created confusion along with
|

Do you know what he's tal king about?

A. VWhen he's referring to "created
confusion,"” that's, in my understanding, referring
to some of the feedback that had been heard from
users about how informati on was being shared with
third parties.

I'"mnot sure what he's referring to in

terms of |G  n particular.

Q But Facebook, obviously, knows what
I o' - Wwere raised with
regard to friends perm ssions. Right?

MR. BLUME: Excuse ne. | object.
Privilege. Potential privilege. If I my --

MR. LOESER: And let me -- sorry. Go
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ahead, Mr. Blume.

MR. BLUME: I just was asking permission
to instruct the witness unless you want to
rephrase.

MR. LOESER: Sure.

Q. Really, the point of my question was, you
don't know the answer to this question what the
_ were, but Facebook knows
the answer to that. Right?

A. Eddie here is likely referring to a —-

it's hard to know what the specific ||} }dbQI I
B ' s referring to are.

So I —- it's hard to answer on behalf of
the company in terms of specifically what he's
referring to.

Q. And when he refers to -- refers below to
"gotten us into trouble with i do you know
what he's referring to?

A. B vas an application that had an

unusual behavior. I don't recall specifically in

detail what the application did other than it -- it
allowed -- I think, if I remember correctly, women
in particular -- specifically women, to rate in
some way their friends -- sorry -- rate other
people.
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But I -- | don't want to get into the --
that's what | remenmber. | don't want to get into
the specifics. | haven't read up on the -- exactly

the specifics of this, but |I've heard reference to
Il and read references to i i n the documents
|'"ve read in preparation for this testinony.

Q And that was -- that would be one of those
concerns that you would consider related to how
friend perm ssions were used by apps. Right?

A. MW understanding is that the way Jjjjj used
friend perm ssions was -- was sonething that there
was concern about at the tine.

Q And specifically the -- the nonapp users,
or the friends of the user, expressed concern about
how their information was being used by the app.

Ri ght ?

A. There were general concerns at the tine
about how friends information had been -- had been
used. | -- | don't recall reading anything
specific about -- 1've seen | rentioned, but |I'm
not sure in exactly which -- which contexts.

Q And if you look at the next line in
M. ONeil's chat, it says:

"It's also accrued a huge anount of val ue

to devel opers at great expense to Facebook as
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a business."
And do you know what he is referring to
here?
A. There's a couple of ternms here.
Wi ch one do you want ne to focus on

first?

Q Well, is this a reference to the anopunt of

information that friends permn ssions was making
avai l abl e to devel opers?

A. Reading this, it seens relevant to the
friend pernissions, but "huge anount of value" may
refer to a nunber of different ways that a
devel oper woul d perceive the -- the value of the
experience that they had got by integrating with
t he Facebook Pl atform

Q And what are -- what -- how can you
describe or what are the different ways that
devel opers obtai ned value fromfriends perm ssion
i nformation?

A. So the friend perm ssions allowed
applications to build rich, engaging socia
experiences even when, you know, one -- let ne
start that again to nmake sure | franme this
correctly for you.

One of the benefits of the friend
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perm ssions for devel opers was that they could
build rich, engagi ng social experiences, including
those where not all of a user's friends were al so
using the sane application; also using the sane
app.

That could manifest value in different
ways. It could enable applications to be nore
retentive, so they were nmore frequently used a
whol e nunber of different ways that the devel opers
m ght benefit from building social experiences.

Q And what are the ways that providing
access to friends informati on was at "great expense
to Facebook as a business"?

A. So one of the ways that this m ght be
consi dered an expense is in trust and reputation.
Because of the way the APlIs functioned originally.

And, as |'ve testified previously, there
were some concerns that we'd heard from users about
how t he Pl atform worked, and that confusion could
have i npacted the trust in Facebook as a product.

Q And can you -- are there other types of
expense that Facebook recognized related to
provi ding access to friends permissions to
devel opers -- or partners, for that matter?

A. One way that you might classify that is
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the conputational energy it took to serve these
requests.

Actual ly serving an APl call requires
compute, and so that's another way that providing
the platformin general and certain APls woul d have
been an expense to Facebook

Q And what about the value of the -- of the
friend information itself?

Is that information val uable to Facebook
as a business, froma nonetization standpoint?

A. Sorry. Can you hel p ne understand the

context of your question?

That was a very general -- a genera
guestion. | would like to get to the specifics.
Q Sure. I'mjust trying to understand from

Facebook's perspective what the great expense to
Facebook as a busi ness was, and you've given ne
some exanpl es.
And |I'm wondering if there's an econom c

i npact as well that would be covered by providing
t housands of apps with access to friend
perni ssions.

A. I'mnot aware of any anal ysis that was
done that specifically determned -- or attenpts to

determ ne the -- the financial value of friend
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permissions or the friend data as part of the
Developer Platform.
Q. Okay. Let's look at David Poll's text at
the bottom of the page. And he states:
"If you want to give users a way to
protect their data, it seems like the best

way to do that is to give them a setting like

I unlcss I've

T

Do you see that?

A. I see that on the screen, yes.

Q. And as you testified earlier, that's the
type of setting that Facebook could have
technically implemented had it chosen to do so.

A. Let me just read the statement to make
sure I can answer accurately for you.

(Reviewing document.)

THE WITNESS: There's a lot of context
here to unpack. So I'm just trying to understand
what David Poll is speaking about.

So my understanding is that the "apps
others use" setting was partly delivered on the
expectation that -- that David is referring to
here.

So it would have been technically possible

18:20:08
18:20:11
18:20:15
18:20:18
18:20:21
18:20:23
18:20:26
18:20:29
18:20:31
18:20:32
18:20:33
18:20:35
18:20:37
18:20:40
18:20:44
18:20:46
18:21:00
18:21:19
18:21:21
18:21:24
18:21:38
18:21:41
18:21:51
18:21:54

18:21:59

Page 100

Veritext Legal Solutions
866 299-5127




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

CONFIDENTIAL

Case 3:18-md-02843-VC Document 1074-8 Filed 11/04/22 Page 102 of 1480

to allow a user to choose whether or not an
application had access to their data.
BY MR. LOESER:

Q Al right. W've talked a bit about
the -- I'msorry, go ahead.

A. Sorry. Carry on.

Q Okay. So moving on, the -- 1've asked you
sonme questions about the different pernissions, and
you' ve provided sone hel pful information about the
term nol ogy used to discuss different perm ssions.

I do want to nmake sure | have a conplete
understanding of all of the different perm ssions
that all owed access to friend information.

And | asked before if a nunber of the
perm ssions had the word "friends" in them and you
said "Yes."

And it's also the case the nunmber of
perm ssions that provided access to friend
informati on did not have the word "friend" in them
Is that right?

A. There were perm ssions that allowed an app
to access informati on about a user and that user's
friends that didn't have "friend" in the title.

Q Oay. And I'mgoing to run through sone,

and then you can help me understand if there are

18:

18:

18:

18:

18:

18:

18:

18:

18:

18:

18:

18:

18:

18:

18:

18:

18:

18:

18:

18:

18:

18:

18:

18:

18:

22:

22:

22:

22:

22:

22:

22:

22:

22:

22:

22:

22:

22:

22:

22:

22:

22:

22:

23:

23:

23:

23:

23:

23:

23:

01

10

14

20

22

25

26

28

31

33

37

40

44

48

52

56

57

59

02

05

08

11

17

22

24

Page 101

Veritext Lega Solutions
866 299-5127




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

CONFIDENTIAL

Case 3:18-md-02843-VC Document 1074-8 Filed 11/04/22 Page 103 of 1480

ot hers.
User-posts APls are a type of -- enit
friend information. Right?

A. The user-posts APl allowed an app to
access the posts of a user who had authorized the
application.

Q And did it also provide access to the
user's friends' posts?

A. My understanding is the user-posts

perm ssion is no. It would not have allowed an app

to access a user's friends' posts.
Q And even where the friend responds to the

post or comments or indicates a like to a post?

A. My understanding of the way the user posts

perm ssion worked was that it would have emtted
the posts of the user who had authorized the
application. It may have al so included |ikes and
coments on that post.

Q Okay. And likes and conmments from a
friend would be friend information. Right?

A. Some posts, if they had only been shared
with a friend and they had been |iked or conmented
on by a friend, then the -- the app would be able
to see the user ID and the comment and sone ot her

i nformati on about the coment that you could
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construe as having been nade by a friend.

Q Okay. And the Event API, is that a
simlar answer to that; that the Event APl gives
access to events that the user attended, but any
coment or posts or other information fromthe
friend regarding that event, that also would be
accessible for the user's friends. Right?

A.  So, again, the specifics really matter
here.

The user events pernission allowed an app
to access the events that a user, as | understand
it, had marked t hensel ves as attendi ng or not
attendi ng or had responded to in sonme way.

Through that -- through the Events API,
the app could al so access other information about
t hat event which may have included other attendees,
sone of whom mi ght be the user's friends, sonme of
whom nmi ght not be, depending on the privacy setting
of the event and who was attending.

Q Okay. And so the Events APl also could
obtain sone friends information for those reasons.

A. The events API nmay have allowed an app to
access information about a user's friends who were
attendi ng an event that the user was attending, for

exanpl e.
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Q What is the "Pages API"?

A. The Pages APl refers to a collection of
APl's that would allow an application to access
content on or information about a Facebook page.

Q And could that APl also allow access to
friends information of the user who used the app
with access to that API?

A.  So the Pages APl allowed an application to
access information about the page. At tines, it
al so all owed the application to access posts on
that page's tinmeline, and those posts could al so
have i ncluded coments on those posts. And those
coments were publicly avail able on Facebook and
may have been al so avail able by the API.

Q And so that would include friends
information as well. Right?

A. The Pages APl could be called by an
application without a specific |ogged-in user, and
so the information avail able may have i ncl uded
friend informtion.

Q And what is the "Groups API"?

A. The G oups APl refers to a collection of
APl's which allow an app to access the groups that a
user is a menber of.

Q And could the Groups APIs al so provide
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access to information about friends of the app
user?

A. The G oups APl woul d have allowed the app
to access the nmenber list of a -- that at the tinme
i ncluded the nmenber list of the groups that the
user was a menber of and posts in the group that
the user was a nenber of.

The menber list could include people who
were the app user's friends.

Q And it could also include people who were
not the app user's friends. Right?

A. A group on Facebook can be open or closed
and secret and may contain people who are not the
user's friends, and the group's APl woul d have

all owed the app to see the nenbers of the group

Q Are you famliar with the Taggabl e Friends

API ?
A | amfaniliar with the Taggabl e Friends

API .

Q And what information does that APl provide

access to?

A. My understanding is that the Taggable

Friends APl retrieved -- allowed an app to retrieve

a very limted set of information about the app

user's friends specifically to enable themto
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render a tagging type-ahead.

Q And what is a "tagging type-ahead"?

A. | think the best way to illustrate this is
t hrough an exanpl e.

Il magi ne that you are a runner and you use
Strava, and you go on a run with nme, but I amnot a
Strava user. | track my runs using another app

After the run, you m ght choose to share
your run back to Facebook, and you want to tag ne,
one of your Facebook friends, in that story because
we went on the run together.

If I don't use Strava, then there was the
desire to give the app away to render a way for you
to tag me in that story when it was published back
to Facebook.

Q Okay. So in that context, it provides

friend i nformati on about the person who doesn't use

Strava.
A. It provides a very, very limted set of
i nformati on about the person -- the user's friend

who doesn't use Strava

Q And we talked a bit about the Socia
Context API. And you described that as an API that
provi ded informati on about a user and one ot her

person.
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Do I recall that correctly?

A. That's not the intent of ny testinony.

It provided the social -- it provided
soci al context between two app users.

So when you called the Social Context API,
it was called on behalf of a user, and you woul d
al so specify one of that user's friends who was
al so -- or another user ID of sonmebody who was
using the application, and the APl would return
soci al context between those two people.

Q And so could that API provide information
about people who are not using the app with access
to Social Context API?

A. My understanding is the information
returned by that APl would be different whether or
not two users -- one of the users was using the
application and one of the users displayed in the
Soci al Context wasn't.

Q And so wal k ne through what happens when
the -- the other person is not using the app

What information about that person is
provi ded t hrough the app?

A, 1'd need to refer to the APl docunentation
at the time to give -- to give you specifics, but

nmy understanding is it would return a very limted
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set of information about people that the two users
had in conmon that were not using the application

Q Oay. So let's -- let's -- let me provide
an exanple. Mybe this would be hel pful.

So if a Facebook user watches a novi e,

let's say The Godfather, and the app that user
is -- authorizes an app that has a Social Context
APl perm ssion, what other information about people
wat chi ng The Godfather, and from whom would that
APl provide access?

A | can't -- | don't recall the specific
behavi or of the API, and I think to do that, 1'd

need to refer to the devel oper docunentation that

was available at the time as to how -- how that
speci fic APl behaved. | don't want to speculate if
| don't have the -- the facts.

Q Well, let's try and create enough facts so

you can provide sone hel pful infornmation.

Let's say a user did watch the novie
CGodf at her and posts on their Facebook page, "I |ove
the novie Godfather. | just watched it."

Explain to ne how the Social Context API
woul d use that information and with whomit would
use it if there's an app that has Social Context

API .
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A. So | need to refer to the specifics about
the -- how the social context APl works. You're
asking a very -- a question that requires, you
know, a detailed answer, and | don't have in ny
m nd the exact behavior of how the Social Context
APl wor ked and the context in which it worked and
the specifics of the information that woul d have
been returned by the API.

Q Okay. Well, then, if you can, describe
nore generally -- and I'mtrying to understand from
where the Social Context API draws information.

So | know from what you said that it draws
i nformation fromthe user who authorized the app

And what other information does it draw
that pertains to that user? Like -- or from who?
Who el se woul d be sort of folded into the -- or who
el se would be in the net that that APl casts?

A. The precise answer depends on the
specifics of the Social Context API. 1It's one of
the APIs that | don't have the details of exactly
how it worked -- in ny head today -- so it's hard
to give you a specific answer to that accurately.

Q Okay. But there's -- as you nentioned,
there's a source -- there's a place you can go at

Facebook where you can see and | earn exactly what
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i nformation that APl provides access to?

A. M understanding is that the code base of
Facebook may hel p understand which APl specifically
you're referring to and its behavior over tine.

Q And based upon what you know now, can you
say whet her that APl provides access to friends

i nformati on?

A. | -- again, to answer that question
specifically, I'd need to go and | ook at the exact
behavi or of the Social Context API. There are

ot her APl s whose behavior | can describe. The
Social Context API, | -- | don't have the
information as to, like, exactly which APl you're
referring to, exactly how it behaved, and exactly
who it was avail able to and when.

So | just don't want to give you incorrect
i nformati on.

Q Well, that's fair, and | appreciate that

answer .

Do you know of or can you provide any
other APlIs that provided access to friend
i nformation?

And | et nme nake your answer easier. O her
than those that have the word "friends" in the --

A. When you're referring to friends
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i nformati on here, can you be nore specific
preci sely what information -- what would classify

as friends information in your question?

Q Yeah, and I"'mtrying to use the definition

we cane up with before. But it's really any
i nformati on about the friends -- any Facebook data
or information about the friends of the person who
aut horized the app.
A. Okay. Cool
Sonme other APlIs that -- that would have
been -- that fit that description, there is an API

call ed a "Taggabl e Friends API" that you've

previously mentioned. There was another one called

the "lInvitable Friends API."
And then the -- several of the user

perm ssions, user_posts, user_photos, user _videos,
as per ny previous testinony, would have all owed
the app to access the user's photos, but comments
and |ikes on those photos by nmy friends may al so
have been returned by that API

Q And you said "photos," but that would be
the same for videos as well?

A. The user photos and user videos APls
behaved the same way, to my knowl edge -- or in a

simlar way, to ny know edge.
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Q And do you know, with regard to those user
pernm ssions, what tine period they were active on
the Pl atforn®

A. The permissions, as | understand it, were
added in April 2010, in terns of the perm ssions
t hensel ves.

The behavior of the APlIs that were gated
by those perni ssions changed over time. So it's
hard to say exactly when the behavi or changed, but
the perm ssions that those -- those specific
perm ssions were nade avail able, as | understand
it, in April 2010.

MR. BLUME: |'msorry to -- when you're at
a breaking point, if we could break

MR. LOESER: Yeah. One nore question.

Q Those permnmi ssions, the user pernissions
you just described, are they still available on the
Pl at f or m t oday?

A. My understanding is that some of those
perm ssions are still available today, but | would
want to review the public APl docunentation to be
sure.

MR. LOESER: And | apol ogi ze, M. Blune, |
just have two nore questions that relate to this.

If that's okay, I'Il ask --

18:

18:

18:

18:

18:

18:

18:

18:

18:

18:

18:

18:

18:

18:

18:

18:

18:

18:

18:

18:

18:

18:

18:

18:

18:

38:

38:

38:

39:

39:

39:

39:

39:

39:

39:

39:

39:

39:

39:

39:

39:

39:

39:

39:

39:

39:

39:

39:

40:

40:

52

56

58

00

03

08

11

16

20

23

27

29

32

34

36

38

41

44

47

49

54

58

59

01

04

Page 112

Veritext Lega Solutions
866 299-5127




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

Case 3:18-md-02843-VC Document 1074-8 Filed 11/04/22

CONFIDENTIAL

Page 114 of 1480

MR. BLUME: COkay.
BY MR. LOESER

Q Now, we've gone through a number of
different APls, and | have attenpted to elicit
i nformati on about all the APlIs that provide access
to friend informati on as we've defined that.

Is there a tool or is there alist or a
dat abase or something at Facebook that identifies
every single APl that provides friend information
in any way?

A. I'mnot aware of a tool that identifies
the subset of the Facebook Devel oper Platform APIs
that woul d have returned informati on about a user's
friends.

Q And do you know if, at any point, Facebook
has undertaken the effort to identify every single
APl that emitted friend informtion?

A, |I'maware of an effort in around 2018 t hat
was undertaken to assess the Facebook Pl atform and
t he Facebook APlIs and determi ne what information
was nmade avail abl e by those APIs.

Q And do you know if that effort |ooked at
all of the different APIs that | just ran through
wi th you: Taggable Friends, Invisible Friends,

User Pernmi ssions, Goups, Events, Posts, and the
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i ke?

A. M understanding is that effort would have
| ooked through all of the APIs that were conmonly
avail abl e on the Facebook devel oper endpoi nt
platformat the tine.

Q M last question, then we can take a
br eak:

Facebook can determine definitively with
respect to every APl whether that APl emtted any
friend i nformation. Right?

A. My understanding is that for a given API
met hod, it is determ nable what information would
have been enmitted by that API

MR. LOESER: Ckay. We can take a break
now. Thank you for continuing on until we finished
t hat topic.

THE VI DEO OPERATOR: COkay. Then we're off
the record at 6:42 P.M

(Recess from6:42 P.M to 7:00 P.M)

THE VI DEO OPERATOR: We're back on the
record at 7:00 P.M

MR. LOESER: M. Cross, we're going to put
up anot her exhibit for you. |It's previously been
mar ked Exhi bit 98.

And while it's being | oaded, this appears
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to be a post fromyou on the internal group app
review and policy enforcenent feedback and
guestions on June 11, 2015. Is that right?
A.  I'mnot seeing anything on the screen just
yet. O in the Veritext Egnyte thing.
(Previously marked Exhibit 98 was
presented to the witness.)
MR. BLUME: Do you have an exhibit nunber?
MR. LOESER: Yeah, it's Exhibit Nunber 98.
THE WTNESS: |'mjust going to quickly
turn on the lights in ny room |It's getting dark
here.
Ckay. |1'm seeing sonething now Thank
you.
BY MR. LOESER:
Q And do you see the exhibit stamp 987
A. | do.
Q Okay. And then if you |l ook at the top of
the next page, it says "App Review and Policy
Enf orcenment Feedback and Questions."
A. | see that, yes.
Q And what -- is this a -- like, what is
t his?
Where was this posted?

A. | can't confirmwhere this was posted from
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what |'m seeing here. It's -- yeah. | -- from
what |'m seeing on the screen, | can't 100 percent
confirmwhere this -- where this was posted.

Q Okay. And in June of 2015, what was your
position at Facebook?

A. | was a product nmanager on the Facebook
Devel oper Pl atform

Q Okay. And was there a list serve or
sonething that was -- where peopl e provided
f eedback and questions for app review and policy
enf orcenent ?

A. There was |ikely a Facebook group. We
used Facebook internally to discuss that. That's
what this may be. | just can't 100 percent confirm
it fromwhat |'m Il ooking at here.

Q Okay. And if you look at just your post
starting at the top, it refers to sonething called
" I

But before | ask you questions about that,
there's a |link below that.
Can you tell what that link is?

A. That looks to ne like a -- what, a URL to

an image of -- first of all, that's what it | ooks
like to me. | can't confirmif that URL is the URL
for the image directly belowit. [It's possible,
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but I can't confirm that. 19:03:52
Q. Okay. Well, let's look at your -- your 19:03:54
post. It says: 19:03:57
"This app, [ —— 2nd I'm 19:03:59
skipping the numbers -- "is blowing up: |JJ to 19:04:02
I 12U in 17 days." 19:04:06
Do you see that? 19:04:09
A. I see that on the screen, yeah. 19:04:09
Q. And below that, you write: 19:04:11
"They're accessing ||} NG 19:04:13
I od looking at the people 19:04:15
(non-app friends) who |} ] - 19:04:18
them." 19:04:21
And so when you use the expression 19:04:22
"non-app friends" here, what are you referring to? 19:04:26
A. I'm referring to people who are friends of 19:04:30
the user who's authorized the application who have 19:04:36
not yet authorized the application themselves. 19:04:41
Q. Okay. So in -- on June 11, 2015, this app 19:04:45
called " v:s cbtaining friend 19:04:52
information. Correct? 19:04:55
A. My understanding from reading this is I 19:05:00
was —— I thought it was accessing information about 19:05:02
people who had | ENNNEGgGgGgdGgEE - - I 19:05:13
I of recorle who had used the 19:05:17
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application.

Q Okay. And then you write:

"To me, while technically possible, seens
like it violates spirit of the V2 changes and
the intended use of user_posts and
user _photos -- which is about deriving
user-value fromthe content, not the people
who |ike/comment on the content."”

Did | read that correctly?

A.  You read that correctly.

Q And "V2," is that a reference to Graph API
Version 27

A. That would be a reference to Graph API
Version 2.

Q And tell ne what you nmean when you say
that it "seens like it violates spirit of the V2
changes and the intended use of user_posts and
user _photos."

A. So the intended use, as | understand it,
and user_posts and user_photos was to grant apps
the ability -- well, for users to be able to
aut horize an application to access their user posts
and photos for sonme value that the application was
providing to users.

Q Okay. And you thought that because user
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posts and user photos were emitting friend data and
Facebook had announced it had deprecated friend
data. Right?

A. So Facebook had announced it had -- it was
deprecating the friend perm ssions. That's what
Facebook announced as part of the APl V1 changes.
So that's inportant to clarify.

Q Okay. And -- but when you say that it
"violates the spirit of V2 changes," is what you're
saying here that it -- this app continues to obtain
friend information, and the spirit of the V2
changes was to stop that from happening?

A. Several of the changes in APl V2, or the
suite of things that were | aunched along with API
V2, were about limting the ability of applications
to access a user's friends' content and
i nformati on.

In this case, what's still available to
this application is the |likes and conments made by
a user's friends on a user's timeline posts.

Q Okay. And how does that violate the
spirit of the V2 changes?

A. The spirit of the V2 changes, as |
recall -- trying to remenber what | wote in this

post nearly seven or eight years ago -- is the apps

19: 06: 31

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

06:

06:

06:

06:

06:

06:

06:

07:

07:

07:

07:

07:

07:

07:

07:

07:

07:

07:

07:

08:

08:

08:

08:

34

38

41

44

49

55

59

04

07

11

14

20

26

29

36

45

46

50

54

08

10

16

19

19: 08: 23

Page 119

Veritext Lega Solutions
866 299-5127




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

CONFIDENTIAL

Case 3:18-md-02843-VC Document 1074-8 Filed 11/04/22 Page 121 of 1480

woul d have | ess access to information about a
user's friends who were not using the application

That was indeed behind any of the changes
in APl V2; but in this case, the application was
still accessing sonme information about the user's
friends who had commented or |iked on the origina
post -- on the app-using user's posts.

Q And so you expressed those concerns.

And do you recall whether this app
continued to have access to the user posts and user
phot os after you expressed these concerns?

A. Fromreading the thread that continues
bel ow -- below this, it |ooks like the conclusion
was reached that this activity was not agai nst
policy as defined at the tinme, and this access --
this use case should continue.

I don't recall -- | do not know what
happened to the app | ove' tine.

Q Now, M. Cross, there were thousands of
apps that had access to friend information. |Is
that right?

A. Over what tine period are you referring
to?

Q Onh, that's a good question

So prior to the introduction of Graph API
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Version 2, there were thousands of apps that had
access to friend perm ssions. Right?

A. Prior to the introduction of API
Version 2, any application on the Facebook
Devel oper Platform could request the friend
perm ssions from users.

Q  And Facebook eval uated the nunber of apps
that had access to friend perm ssions as part of
its preparation for the introduction of Graph API
Version 2. Right?

A. In preparation for the changes |aunched on
April 30, 2015, a nunber of initiatives were
undertook to understand the potential inpact of
t hese changes on the devel oper ecosystem

Q And included in those initiatives was
i dentifying the nunber of users who downl oaded apps
with access to friend information. Right?

A.  Can you hel p me understand what you mean
by "downl oaded"?

Q I'msorry. Installed the apps.

A. My understanding is that one of the things
that was | ooked at is the nunber of users who had
granted one or nore friend perm ssions to one or
nore applications.

Q And as part of those initiatives as well
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Facebook identified the nunber of APl calls on the
friend-sharing APIs. Right?

A. | would need to see, |like, specific
docunmentation there

Li ke, recall there was no such thing as
the friend APIs. There are friend perm ssions, and
there are APls, and those APIs can be called by the
app-using user or on behalf of that app-using
user's friends.

So, again, | want to make sure |'m giving
you the right answer, given the specifics.

Q | appreciate that. So let's speak in
terms of friend perm ssions, then

One of the things that Facebook can
identify is the nunmber of APl calls on any of the
perm ssions that are available on the Platform
Ri ght ?

A. So, again, the --

Q O did !l mx up the term nology -- the
calls are referred to the APIs thenselves, not the
perm ssions. |Is that right?

A.  VWhen you -- when you see a reference to
"APl calls," that's referring to APIs.

The perm ssions determni ne what infornmation

is avail able via those APIs.

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

12:

12:

12:

12:

12:

12:

12:

12:

12:

12:

12:

12:

12:

12:

12:

12:

12:

13:

13:

13:

13:

13:

13:

13:

13:

05

09

16

19

21

25

29

32

38

39

41

43

45

47

49

53

56

00

01

03

06

07

09

12

15

Page 122

Veritext Lega Solutions
866 299-5127




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

CONFIDENTIAL

Case 3:18-md-02843-VC Document 1074-8 Filed 11/04/22 Page 124 of 1480

So, yeah, those concepts are separate,
yeah.

Q So Facebook can identify and did identify
the nunmber of API calls on the APIs that provided
access to friend information.

A. The -- the docunments |'ve read show that
there was an effort done to determ ne how APl calls
that were made by applications -- and sone of the
APl calls -- some of the APIs would -- would
specifically map to friend data; other APl calls
woul d not be specific to friend data.

Q And | appreciate that. And I'mtrying to
make sure | understand what Facebook knew about the
use of APIs that provided access to friend
i nformati on.

And nmy understanding is that Facebook
identified that thousands of apps installed by
mllions of users made mllions of calls on
friend-sharing APIs. Is that a fair statenent?

A. No. The -- the friend-sharing APl part of
that doesn't map with ny understandi ng of how the
pl at f or m wor ked.

If you could show me a docunent that
states that, that m ght be helpful for nme to

anal yze.
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Q Yeah. And we'll get into a docunent 19: 14: 47

that -- 'cause as you say, there were various 19: 14: 49
initiatives that studied the extent to which friend 19:14: 52
i nformati on was made avail abl e by apps via APIs 19: 14: 56
that provided access to that information. Okay. 19:15: 01
Ri ght ? 19: 15: 05
A.  There were a nunmber of studies done to 19: 15: 05

anal yze the use of the Platform by devel opers and 19:15: 08
how t hey were using the Platform and which 19:15:12
perm ssions they were requesting and which APIs 19:15:15
they were -- they were calling. 19:15: 17
Q And deprecating -- and | hope |I'm using 19:15: 20

the term nology right -- but deprecating friend 19:15: 24
perm ssions, that was a thing. Right? 19: 15: 27
A. In APl Version 2, the friend perni ssions 19:15:31

were not readily grantable by a user using an 19: 15: 35
application that was using APl Version 2. 19:15: 40
Q And that was a big change at Facebook 19:15: 44
because thousands of apps had access to the APIs 19: 15: 46
that allowed friend-sharing. Right? 19: 15: 52
A. The way that the Facebook Devel oper 19:16: 01

Pl at f orm wor ked before APl Version 2 allowed any 19:16: 03
application to request friend perm ssions, and a 19:16: 08
number of applications did so. 19:16: 14
And so the renpval of those perm ssions 19:16: 17
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fromthe public APl surface area in APl Version 2,
yes, was considered a significant change to the
Facebook Devel oper Pl atform

MR. LOESER: |If we could go to Tab 8.

(Deposition Exhibit 334 was marked for

i dentification.)

MR. LCESER: This is Exhibit 334. The
Bat es nunmber on this is 01685319. ppt.

Q Is that right?

And, M. Cross, do you see what's on your

screen?

A. | do.

Q And this is -- you can take a mnute to
skimthrough it. | just have a few questions about

this slide deck. And the first page says: "Login
V4 (+PS12n) - 1/24/2014 update."

Can you describe what this refers to just
by I ooking at the title of it?

A. "Login V4" refers to the update to the
Facebook Pl atform Login di al ogue that were | aunched
in -- as part of the changes announced on
April 30, 2014. So that's what "Login V4" refers
to.

And "PS12n" refers to a termcalled

"platformsinplification," which was one of the
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terms used as part of the work that led up to the
changes that were announced in -- on April 30,
2014.

Q. Okay. And if you -- if you turn to the

next page of that slide deck, there's an "Overview"

slide which describes the content of this

presentation.

And it states, Number 1: "_ -

Number 2: "Many ||} 33 chances-”

And Number 3: "Limited _

Did I read that correctly?

A. You read that correctly.

Q. And we've discussed user trust.

What does "developer trust" refer to?

A. "Developer trust" refers to how Facebook
thought about its relationship with its platform
developers; whether or not those developers would
be keen to continue developing integrations with

the Facebook Developer Platform.

Q. And why did Facebook want developers to do

that?
A. If you're building a developer platform,

you typically want developers to build for your
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devel oper platform

Q And what does Facebook gain fromthat?

A. Facebook gained a number of things from
its Devel oper Platform various different types,
depending on the functionality of the app provided.

Q Okay. Are there a couple of main
priorities?

A.  One exanple would be allowi ng apps that
woul d -- users using applications where users would
share content or activity in their applications
back to Facebook so that it could be seen on
Facebook by that user's friends on that Newsfeed.

Q And did Facebook, then, have an appetite
for nore information because it utilized that
information in its Advertising Platfornf

A. | haven't prepared to tal k about how the
advertising systems work. That's -- that's not ny
area of expertise in general, and it's not
sonething | prepared in this -- to testify on. |
understand there are other people doing that.

My under standi ng of the reason why we were
keen for apps to share contact back to Facebook is
that that would result in content on Facebook that
could be viewed in Newsfeed that people could Iike

and comment and reshare.
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Q And -- and you're not know edgeabl e about

whether it was also -- that information was used
to -- for the benefit of the targeted advertising
systens?

A. | amnot an expert in how Facebook's

targeted advertising systems work or what
information is used to i nform how ad-targeting
wor ks.

Q And the last thing on Number 1 is "protect
the graph.™

Can you expl ain what that means?

A. My understanding of "protect the graph” is
about limting the amount of information third
parties have about users who authorize their
application and their relationships to each other

Q Okay. |If you could turn to page 6 of this
slide deck -- and it doesn't have page numbers on
it, sowe'll flip to the sixth page and tell you,
"This is the sixth page.”

Do you see the slide on the screen now?

A. | do.

Q And do you see the title of that slide?

A. | do.

Q And what does it say?

A. It says: "User of high-value perms."
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Q And what are "high-value pernms"?

A | -- 1 don't know what high-val ue perns
are in a general context. The slide includes a
nunber of perm ssions that were avail able on the
Facebook Devel oper Platform and this slide is by
i nference calling those "high-val ue perms."

But | can't say today exactly what
"hi gh-val ue perns" neans in general

Q And what is Facebook's definition of
"hi gh-val ue pernms"?

And | assume that's the pernissions. So
hi gh-val ue perm ssi ons?

A. I'mnot aware of Facebook having a
definition of "high-value perns" that's general and
commonly used. This seens to be a set of
term nol ogy created by the author of this deck.

Q Okay. And, based upon this slide, the
foll owi ng perm ssions were identified as high-val ue
perm ssions, and those are: "Friends;
read_mail box; read_requests; read friendlists;
manage_notifications; manage friendlists; and
"create_event."

Is that right?
A. | see "manage_notifications," but | don't

see "manage_events" |isted here, either on your or
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on m ne.
Q Yeah, we're trying to shrink the -- well,
as we're working this out, I'Il represent to you

that there are a couple nore rows that you can't
see, and they include "manage friendlists;
create_events," and there's even a couple that |
can't see

But nonet hel ess, what | read through
those are -- the first colum of this slide
identifies what the -- what are described as
I R oht 2

A. Well, | can see on the slide the nunber of

perm ssions that the author of this deck has
somehow categorized as " | NN

But, like | said, this isn't -- this
doesn't resonate to ne as a -- as a genera
classification that was w dely used.

Q And then if you go to the second col unm of

this spreadsheet, it says: "Total nunber of apps
requesting these permissions a day." |s that
right?

A. That's what | see in the colunnm header
yeah.
Q And so earlier, | was asking you questions

to try and get a scope -- understand the scope of
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friend-sharing use in particular.

And according to this, as of the tinme of

this deck, which was -- |ooks |ike 1/24/2014, there

were | arps requesting friends perm ssions per
day. Right?

A. M understanding fromthis is what it's
saying is that there were around |l arrs
requesting one or nmore friend pernissions on any
given day -- on -- on a day.

It's not clear fromwhat |I'm seeing here
whet her or not that was an average or what
particul ar day or fromwhat time period that data
was collected, to be clear.

Q And earlier you tal ked about vari ous
initiatives that Facebook undertook before
i mpl enmenting the new version of the graph

And does this appear to be one of the
eval uati ons that Facebook did of the extent of the
use of various perm ssions that were going to be
depr ecat ed?

A. Gven ny understanding of the -- of the
date of this slide deck, given it was before the
changes were announced and the data contai ned

within, it seens reasonable that this is an out put

of some of the analysis that was done to understand
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the scale of the apps using to-be-deprecated
perm ssions, including the friend permni ssions.
Q And let's go to the next slide.

This slide is called "Key apps," and it

has a nunber of different categories of key apps in

the first colum, starting w th |EEIINGEEEEE

and it shows there's JJjj apps.

What are "

What apps are those?

A. | have -- | do not know which apps are
being referred to here, like, which apps are the
number -- which represent the Jjjjj and | al so don't

know how t hat nunber was deri ved.

Sol -- it's hard for nme to -- | am unable

to -- to answer the question what -- what were
those apps or how were they categorized as | NN
I

Q  And where woul d Facebook go to identify
the apps, the key apps, characterized as "
I

A. | don't know how this list was derived or
how it was derived or who derived it.

Q And so if Facebook were asked to provide

an answer to what apps are |G how

woul d Facebook answer that question?
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A My first step would be to try and identify
the author of the deck and to see if they are
contactable and to attenpt to deternmine if they
recall how this determ nation was nade.

Q Is asking Mark perhaps one of the ways to
find the answer to that as well?

A. | doubt Mark woul d know how this slide
deck was prepared or what went into deternining
t hat nunmber on the screen

Q  And without having any commentary on the
fact that Sheryl has nmore friends than Mark, where
woul d one go to find out what key apps are Sheryl's
friends?

A Well, so first of all, you said there that
Sheryl has nore friends than Mark.

The numbers here refer to apps, not
friends, to be clear.

And the same answer applies here, which is
I -- 1 do not know how this slide deck was created
or who created it or how they canme to this
determ nation. There's no evidence here of how
t hat was determ ned.

Q Sol can tell you fromthe netadata that
this is fromEddie O Neil's custodial file.

So does that suggest to you that you would
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ask -- if he's the author of this deck, you could
ask him how he canme up with these nunbers?

A. If he is indeed the author of the deck
it's -- he could be asked. \Whether or not he would
recall how these nunbers were derived is a question
for him

Q Okay. And what is "Generating TPV"'?

What is "TPV'?

A. TPV in this context refers to tota
paynment volune, which is the paynents happening in
the games, as | understand it, that are being
referred to here.

Q Okay. So this appears that when
eval uating the deprecation of certain perni ssions,
M. O Neil identified key apps that were generating

TPV. Correct?

A. Sorry. Can you ask that again? | want to
make sure | --
Q Yeah, I'"'mjust trying to understand --

sorry, we're talking at the same time, which is ny
faul t.

But I"mtrying to understand the -- this
appears to be an anal ysis of what APlIs were going
to be deprecated, but also what apps would be

affected by those deprecations. Right?
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And so one of the categories here that
appears was -- that was bei ng eval uated was whet her
the app that could be inpacted by deprecati on was
generating TPV.

Is that a fair read?

A. M understanding is this deck has referred
to a range of potentially to-be-deprecated APIs and
perm ssions -- sorry -- specifically, the previous
slide refers to pernmissions that were at this point
proposed to be deprecated, publicly -- not publicly
avai l abl e to devel opers anynore, and the "Key apps"
slide is an attenpt to quantify the number of apps
that the author estimted to be inpacted by those
deprecations.

Q And what -- is it "Neko"? |s that "Neko
spenders"?

A.  Neko or Neko, that refers to a product
that is -- that cane to be known as "Mobile App
Install Ads."

Q Okay. And what are "Neko spenders"?

A. So nmy understanding is that would refer to
apps that were -- in some period of tine had spent
some noney on nobile app install ads.

Q And when you say "spend sone noney," what

does that nean?
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A. "Mbile App Install Ads" is an ads
product. And so if a devel oper wanted to have ads
for their app, then they would buy those ads just
i ke any other ad on Facebook

Q And the next down the list is "Noisy."

Do you know what "Noisy" refers to with

regard to key apps?

A. | don't know what "Noisy" refers to.
Q And what about "TO/" -- or "TO/T1
partners?"

Do you know what that refers to?

A. That's referring to sonme kind of partner
categori zation that would have been in use at the
time, but there are a nunber of different ways that
the partnership team woul d have classified and
categori zed apps over tine.

Q Do you know what a "TO partner" is?

A. It would have been sone categorization
that the platform partnerships team was using, but
I don't know exactly what TO -- the criteria to be
classified as a TO app was.

Q And then T1, it -- my understanding is it
has to do with the inportance of the partner to
Facebook.

I's that consistent with your
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under st andi ng?

A. M understanding is there were various
tiers of partners, Tier O being the top, Tier 1
bei ng one bel ow.

But again, | -- it's unclear. | amunable
to say what was -- why an app would be categorized
in Tier O versus Tier 1.

Q And does Facebook classify its partners
differently based upon how nmuch revenue Facebook
receives fromthe partner?

A. | don't know how the -- the tiering, as
represented here, was -- was determ ned. My
understanding is there would have been a range of
factors that would have gone into that tiering
determ nation.

Q Now, my understanding of the -- of the
purpose of allowi ng an app to have access to friend
i nformati on was to use that information in the --
solely in the context of the person who authorized
the app to obtain the information.

I's that your understandi ng?

A. M understanding is that the existence of
the ability for apps to access information about a
user who used the app and their friends was to

bui I d an engagi ng soci al experience for that user

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

34:

34:

34:

34:

34:

34:

34

34:

34:

34:

34:

34:

34:

35:

35:

35:

35:

35:

35:

35:

35:

35:

35:

35:

35:

16

17

20

25

27

31

35

38

43

47

53

56

59

01

06

14

18

22

28

32

34

43

50

54

59

Page 137

Veritext Lega Solutions
866 299-5127




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

CONFIDENTIAL

Case 3:18-md-02843-VC Document 1074-8 Filed 11/04/22 Page 139 of 1480

Q And there were rules at Facebook,
devel oper rules, that linted the use of friend
information to the purpose you just described. |Is
that right?

A. There was a range of platform policies

that devel opers -- it was a specific set of
platform policies that the -- that devel opers of
t he Facebook app -- the devel opers of apps that

used the Facebook Devel oper Pl atform would have to
agree to.

Q And so if an app gets access to friend
data and then uses that information to target the
friends of the app users with advertisenents, that
woul d be an exanple of an app using friend
information in a way that is -- that violates
Facebook's devel oper policies. |Is that right?

MR. BLUME: Objection to scope.

THE W TNESS: Sorry. | haven't prepared
to speak to Facebook's devel oper policies and
precisely what they allowed or prohibited -- and
al so how Facebook's advertising ecosystem wor ked.
BY MR. LOESER:

Q  And based upon your know edge of the
platform was my statenment correct?

A | -- 1 amnot -- I'mnot sure | can

19:36: 03

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

36:

36:

36:

36:

36:

36:

36:

36:

36:

36:

36:

36:

36:

36:

36:

36:

37:

37:

37:

37:

37:

37:

37:

06

09

12

15

17

20

25

27

32

34

39

41

46

48

52

55

00

01

04

09

15

19

20

19: 37: 24

Page 138

Veritext Lega Solutions
866 299-5127




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

CONFIDENTIAL

Case 3:18-md-02843-VC Document 1074-8 Filed 11/04/22 Page 140 of 1480

confirmexactly that -- that statement. | am not
sure, as | sit here today, exactly what the
policies were at any given tine in the past.

Q Okay. Let ne ask one nore related
guestion. Perhaps this is sonmething that you are
fam liar wth.

If an app gets access to friend data and
then sells that friend information to another third
party, would that be an exanple of the app using
friend information in a way that is not solely
within the app user's experience?

A. If an app devel oper is making data
avail able to another entity that isn't -- that --
it's hard -- yeah.

It's hard for ne to, like, give a specific
answer to that based on ny understandi ng of how
the -- of what was and wasn't okay in terms of the
Facebook Devel oper Pl atform poli cies.

Q Okay. But you described for ne Facebook's
under st andi ng of how friend information was to be
used, which was to create the experience between
the user of the app and the app. Right?

A. So nmy answer there was referring to ny
under st anding of the -- the primary reason why the

Facebook Pl atform existed, which was to primarily
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al |l ow devel opers to build engagi ng soci a
experiences that users could interact with that was
val uable to them

Q And Facebook did not intend in that
context for apps to use friend information it
obtai ned from a user outside of the context of the
user's experience with that app. Right?

A. So there were a nunber of users -- uses of
t he Facebook Devel oper Pl atform where
i nformation -- often publicly available information
about a user's activity would be available to an
app devel oper wi thout the user explicitly
aut horizing the application

Q And let's confine our answer to
i nformati on obtai ned about a friend that was
i ntended for friends only; that wasn't public.

And I'mjust trying to understand kind of
how friend-sharing works. [It's not a trick
gquestion. |I'mjust trying to understand if an app
obtains friend information but then uses that
i nformation for purposes other than the experience
of the app user and the app, is that something that
i's beyond what Facebook intended when it provided
access to the friend information?

A. So limted to -- limted to the context of
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a user having explicitly authorized an application
and then that application having access to the --
the data nmade avail able via the friend perm ssions,
ny understanding is that the -- that that
information was to be used within the context of
the application that the user was using.

Q Did Facebook have any technol ogy making it
i npossible for apps to use friend data other than
in connection with the app user?

A. One piece of technol ogy Facebook has, or
had, is the privacy settings avail abl e governi ng
visibility of content on Facebook

As a result, it's possible that, for
exanple, if we were friends and you posted a post,
you coul d make that post not visible to ne, even
t hough we were friends using on-Facebook privacy
settings.

If you had done that, then that piece of
content wouldn't be available via the API if it was
being called on my behal f.

Q Okay. And if you have shared information
with your friend based upon your privacy setting
that allowed friends to have that information, was
there technol ogy that prevented an app from --

coul d Facebook have utilized technol ogy that would
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prevent that app fromgetting the friend
i nformation since the app is not the friend of the
person who posted it?
A. So the -- again, which time frame are you
referring to here?
Q At any point since 2007.
A. Okay. So once a -- once an app nakes an
APl call on behalf of a user and the Facebook API
returns that information to the application, then
the application or the devel oper, whether or not
that's their servers or the code, technically has
access to that information.
And once they have that information,
the -- there's very little -- there's no technica
way for Facebook to prevent it being used outside
the use of the application itself.
Q Does Facebook perform financial analysis
of the different products it offers?
A. That's a very --
Sorry, Rob, it looks |ike you were goi ng
to say sonet hing.
MR. BLUME: | was just going to object to
the form
THE W TNESS: Facebook as a conpany does

|l ook at its various products and how they are
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per form ng.
BY MR. LOESER

Q Okay. And do the different products
engage in analysis of revenue and the incone,
et cetera, of that product to -- to Facebook?

A. Different products assess their
performance in different ways. Ads products, for
exanple, typically would | ook at revenue as to
whet her or not they were perforning

Q  And what about partnership-based product

Are there partnership-based products?

A.  Help nme understand what you nmean by
"partnership-based products."

Q Well, you were in the Partnership team

Did it have a product?

A. The Partnership team doesn't have
products, no.

Q And does it report revenue or inconme?

A. The Partnership -- the Platform
Part nershi ps team woul d typically assess the
utilization of the Facebook Devel oper Platform
product by Pl atform devel opers, and income from
Pl at f orm devel opers is one of the things that nmay
have been | ooked at in terms of understanding the

performance of the Platform products.
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Q And what types of income did Facebook
receive from Pl atform devel opers?

A. The types of income that Facebook would
receive from Pl atform devel opers were, broadly:
One, ad spend related to the Pl atform devel oper's
products; and, two, in the case of ganes that used
i n-ganme currency where that game was rendered
i nside the Facebook Chrome on the web, Facebook
woul d take a cut of the total paynment vol une inside
of that gane or app.

Q And does Facebook consider the user data
it collects and infers about users val uabl e?

A.  Can you help me understand the -- the
context, as in -- yeah.

Can you hel p me understand the context
you' re asking in?

Q Sure. 1'll ask nore specifically.

Di d Facebook do any financial analysis of
the value of user data it collects and infers about
users?

A. In -- let nme understand. |n any way,
across any part of the conmpany? |Is that what
you' re asking?

Q Yes. Yes. W can start big and go snall.

So, in any way.
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MR. BLUME: Objection to scope.

THE W TNESS: Yeah. |It's hard for nme to
answer that question at the full conpany |evel.
That's not what |'ve prepared to testify on.

On a personal level, there -- | can say
that there are products that the -- where the --
where, like, the inmpact of the -- or the -- it's
hard for ne to say. | can't give you a very crisp
and clear and accurate answer to that -- to that
gquestion. It's not what |'ve testified on, and 1'd
be giving you an i nappropriate answer, | think
BY MR. LOESER:

Q If I wanted to have Facebook answer the
guestion whether it does financial analysis of the
val ue of user data that it collects, where would
go in the conpany to get information about that?

Is that the finance departnent or -- or
where woul d that get reported?

MR. BLUME: Objection. Beyond the scope.

THE W TNESS: Yeah, | think different
teams assess the performance of their products in
di fferent ways, and those products involve
di fferent kinds of information.

So it's really hard to give you a specific

answer to that question. | couldn't give you a
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specific answer to that question.
BY MR. LOESER

Q Okay. And has Facebook done any anal ysis
of the value of the data it nmakes available to
third parties through the Facebook Social Graph?

MR. BLUME: bjection. Scope.

THE WTNESS: |'ve seen sone anal ysis of
the inpact of the Platform changes that were
proposed, and |'ve al so seen and heard about
anal ysis done of the -- of the use of the Facebook
Devel oper Platformin terns of how people use it
and how that contributes revenue to Facebook. But
I'"ve -- 1 don't recall seeing analysis specific to,
like, the user data itself.

BY MR. LOESER:
Q Okay. Well, walk nme through the two types
of anal yses you just nentioned.

MR. BLUME: Objection to scope, but he can
in his personal capacity.

BY MR. LOESER
Q Well, let nme clarify.

Your answer was: "l've seen some anal ysis
of the inpact of the Platform changes that were
proposed. "

So what's the analysis that you've seen of
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the inpact of the Platformchanges that were 19:49: 32
proposed? 19:49: 34
A.  So one of the docunents | reviewed in 19: 49: 38
preparation for the testinony today seens to -- 19: 49: 40
seens to nmake an assessnment of the various changes 19: 49: 45
that were proposed to be | aunched and estimtes the 19:49: 48
i npact that m ght have on Facebook's revenues from 19: 49: 53
devel opers. 19:49: 57
So | recall reviewi ng a docunent of that 19: 50: 00

form 19: 50: 02
Q And can you tell ne nore about that 19:50: 03
docunment; who created it and when it was created? 19: 50: 05
A. | don't know who created it or when it was 19: 50: 10
created, but I do know it was -- ny understandi ng 19:50: 12
is it was previously produced in -- in this 19: 50: 15
litigation. So it should be available to you. 19: 50: 20
Q Okay. We'll followup with M. Blume and 19: 50: 28

try and pin down that docunent. 19: 50: 33
And the second thing you said was an 19: 50: 35
assessnent of the various changes that were 19: 50: 39
proposed and estimates of the inpact they m ght 19: 50: 46
have on Facebook's revenue from devel opers. 19:50: 48
So what was that anal ysis? 19:50: 51

A. So | think that's the thing |I've just - 19:50: 52
that's the thing I've just tal ked about. 19:50: 54
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Q Okay. Was there -- | thought you
mentioned two di fferent assessments that you saw

A. So that -- that docunent, | -- | sawin
preparation for this case, this testinony.

The other thing | recall nentioning is in
my personal capacity, | recall there being analysis
done of the -- the revenue that Facebook ganes
provi ded to the Facebook conpany.

But | don't recall a specific docunent on
that, and | have not reviewed a docunent of that
formin reference -- in preparation for this
testi nony.

Q And this nmay be covered by what you said
before, but has Facebook ever analyzed the
financial or other business benefits Facebook
obtained by allowing third-party access to Facebook
user friends data in particular?

MR. BLUME: Objection to scope.

THE WTNESS: | don't recall seeing any
anal ysis that was specifically linmted to friends
data, no.

BY MR. LOESER:

Q  And what about analysis that was linmted

to deprecated perm ssions nore broadly?

A. | have not seen analysis related to

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

50:

50:

51:

51:

51:

51:

51:

51:

51:

51:

51:

51:

51:

51:

51:

51:

51:

52:

52:

52:

52:

52:

52:

52:

52:

56

58

03

06

10

16

20

28

32

36

38

41

45

47

49

52

56

00

03

07

12

14

16

19

24

Page 148

Veritext Lega Solutions
866 299-5127




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

CONFIDENTIAL

Case 3:18-md-02843-VC Document 1074-8 Filed 11/04/22 Page 150 of 1480

deprecated perm ssions specifically, no.

Q And has Facebook ever anal yzed the

financial or other business inmpact of continuing to

allow certain apps and partners to have access to
friend-sharing after publicly deprecating
friend-sharing perm ssions?

A. So here we need to be specific when we
tal k about friend-sharing perm ssions versus your

broader definition of friends data.

No, I -- | have not seen and am not aware

of any anal ysis that was done relating to
extensions all owi ng apps to continue to have
access -- sone apps to continue to have access to
the friend perm ssions after they were nore
publicly deprecated.

Q And if the question is not friends
perm ssions specifically, but deprecated
perm ssions, does that change your answer?

A. | amnot aware of any analysis that was
done to understand the inpact of deprecated

perm ssions in particular.

As | testified previously, | -- sorry.
Q Go ahead. |'msorry.
A. As | testified previously, | have seen

anal ysis of the inpact of the changes in general
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but not specifically I recall seeing anything 19:53: 59
related to just the deprecation of permni ssions. 19:54: 03
Q And did Facebook evaluate the | oss of 19:54: 08
revenue that could occur if a Facebook partner or 19:54:13
partners stopped doing business with Facebook 19:54: 17
because Facebook deprecated pernissions that the 19:54: 20
part ner used? 19: 54: 23
A. | don't recall seeing any analysis of 19:54: 29

the -- on an app-specific basis or a 19: 54: 35
part ner-specific basis. 19:54: 40
It's possible that people that worked with 19:54: 43

that partner m ght assert a potential |oss of 19:54: 45
revenue, but | don't recall any, you know, fornmal 19:54:52
anal ysi s being done of -- of the financial inpact 19: 54: 55
of deprecating sonething. 19: 54: 58
Q And you say you don't recall, but | want 19:55: 01

to make sure | understand what you're saying. 19:55: 04
Di d Facebook do that analysis, do you 19: 55: 06

know? 19: 55:10
A. | do not know, and | have not seen any 19:55: 11
evidence in preparation for this that they did. 19:55:13
Q And if you were to find -- to search for 19: 55: 16

the answer to that question, who would you ask? 19:55:19
A. | would ask Ime, probably, who was 19: 55: 26

i nvolved in -- who |led the Partnerships team around 19: 55: 35
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this time -- sorry, let me be clearer about around
this tinme.
In the period 2013 to 2018, | believe, he

may be aware of whether or not such anal ysis was

done.
Q So -- sorry, | have to reach for a
docunent .
Goi ng back to the notice, on Topic 6, you
have -- the |ast part of that notice calls for

testi nony about the revenue inpact and net profits
for Facebook relating to friend-sharing throughout
the class period. Correct?

A I'"ll wait to see till it comes on the
screen.

Q Sure. And so | amgoing to ask you a
gquestion -- yeah, I'mgoing to ask you a question
based on the notice, and you can tell ne what
Facebook's answer is.

But what is the revenue inpact and net
profits for Facebook related to friend-sharing
bef ore Facebook publicly deprecated friend-sharing
API s?

A. My understanding is that Facebook did
not -- has not done analysis as to the revenue

i mpact and net profits related to friend-sharing.
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Q And what is the revenue inpact and net
profits for Facebook related to friend-sharing
after publicly deprecating friend-sharing APIs but
continuing to allow friend-sharing for certain apps
and partners?

A. In preparation for this -- this testinony,
| attenpted to see whether or not any such anal ysis
has been done.

My understanding is that no anal ysis was
done. | am not aware of any anal ysis having been
done about the revenue inpact to net profits
relating to friend-sharing before or after the
deprecation period.

Q And who -- what did you do to educate

yoursel f on that question?

A. | spoke to Inme, and | reviewed the
docunent -- several docunents provided to me in
this case.

Q So I'm about to nove on to Topic 7, and
we' ve been going for about an hour, so it's
probably a good tine to take a break. We also have
your notes, and | just need to quickly | ook at them
and see if | have any other questions about Topic 6
regardi ng your notes.

If you don't want to take a break, | can

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

19:

57:

57:

57:

57:

57:

57:

57:

57:

57:

57:

57:

57:

57:

57:

57:

57:

58:

58:

58:

58:

58:

58:

58:

58:

58:

07

09

16

19

21

24

28

33

34

36

40

44

47

48

52

56

03

05

27

30

33

36

38

39

42

Page 152

Veritext Lega Solutions
866 299-5127




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

CONFIDENTIAL

Case 3:18-md-02843-VC Document 1074-8 Filed 11/04/22 Page 154 of 1480

pl ow ahead, but it's been an hour, and if you want
to take a break, that's fine too

A. Yeah, let's just take five mnutes. That
woul d be good. I'll just stretch a bit; make sure
I"m fresh.

THE VI DEO OPERATOR: We're off the record
at 7:58 P. M

(Recess from7:58 P.M to 8:12 P.M)

THE VI DEO OPERATOR: W' re back on the
record. It's 8:12 P. M

MR. LOESER: M. Cross, we're going to
mark as an exhibit the notes that -- that you
provi ded to your counsel who then provided themto
us.

And i f we have tine today, we m ght cone
back and ask a few questions about them but for
now, | just wanted to mark them as an exhibit. So
we can just put them up, introduce them and nove
on.

(Deposition Exhibit 335 was marked for

identification.)

BY MR. LOESER:
Q | do have, actually, one -- we don't need
to put the exhibit back up, but I had noticed in

your notes when | asked you earlier who had
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devel oped friend-sharing, you couldn't recall, but
your notes indicate it was Luke Shepherd,
Ari Steinberg, and Alex Himrel. |Is that correct?
A. Those are three nanes of people that |
believe to have been involved in the early
devel opnent of the Facebook Devel oper Pl atform
whi ch included sharing friends data as part of the
nodel .
Q And when you say "early devel opnent,"
what's the time period that you're referring to?
A. My understanding is that Ari Steinberg was
i nvol ved in the 2007/2008 time frame, although
don't have the specifics.

Luke Shepherd was involved in the Platform
when | joined in Septenber 2010. |'m not sure when
his tenure in that space began or ended.

And Al ex Hinmel is another person that |
know was involved in the Facebook Devel oper
Pl at f or m

Whet her or not these fol ks were
specifically involved in the original design of the
platform which included friend-sharing, it's hard
for me to know specifically.

Q Okay. Thank you.

Let's go back to the notice. W' re going
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to nove on to Topic 7.

It's alittle longer, so | won't read the
whol e thing into the record, but | gather you have
read all of Topic 7 and you are prepared to testify
about this topic.

And you' ve described what you did to
prepare for Topic 6.

When you prepared for Topic 6, were you
al so at the sanme time preparing for Topic 7?

A. That's correct. | was preparing for the
two in parallel.

Q And is there anybody that you tal ked to at
Facebook to get information about Topic 7 that is
different than the fol ks that you tal ked to about
Topic 6?

A. No. The set of people | talked to, |
tal ked to about all of the matters | was preparing
to testify on.

Q And is there any conponent of Topic 7 that
you only have know edge of based upon the

preparations that you did for this deposition?

A. Yes. | think 7-a, each whitelisted
entity; b, only -- so b, | have sone persona
experience there; ¢, | also have sone persona

experience.
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D -- could you scroll d onto the screen,
pl ease? There you go. That was easy.

So | think I have some personal experience
inall, but with 7-a, primarily I'mrelying on the
forensic work that was done after ny involvenent in
t he Facebook Devel oper Platformto answer those
guesti ons.

Q And based on your preparation with regard
to Topic 7, do you believe you are reasonably
educated to testify on these matters?

A. | believe | amreasonably educated to
testify. 1've done as nmuch as | could to prepare.

Q And last night, your counsel infornmed us
that you are not prepared to testify about cal
| ogs, APls, or perm ssions granted to any

particular entity.

And is that -- is that your understandi ng?
A, Yeah. We -- | want to make sure that | --
in answering those questions, | want to nake sure

have done as much preparation as possible, and
think a couple nore -- a bit nore tinme to make sure
I can speak to those topics would be val uabl e.

Q Okay. And over the course of your
enpl oynment at Facebook, did you devel op any

personal know edge of call |ogs, APls, or
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perm ssions granted to any particular entity?

A. | developed -- | was in -- | had access to
and woul d have used sonme of the tools that would
hel p analyze call 1o0gs and Platform APl usage and,
in the course of doing that, would have seen
information to do with particul ar apps.

But that's a long tine ago, and | woul dn't
remember the specifics, and I don't know what in
general Facebook woul d have access to today, many
years after -- many years after ny tine directly
involved in this stuff.

Q Okay. Thank you.

M. Cross, please explain what it means to
"whitelist" an app or a partner in the context of
access to APIs.

A. The -- can you be specific?

Which APlIs are we referring to here?

Q Just generally, back to making sure we
have the term nol ogy down and |I'musing the right
words to tal k about what we're discussing, there's,
obvi ously, a lot of docunents that tal k about,

refer to, and use the term"whitelist," and I
gather that's a termthat can be applied in a

variety of contexts.

But when it's connected to granting access
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to particular APIs or -- I'mcontinually getting
this wong -- perm ssions, does it have a
particul ar meani ng?

A. In the context -- we referred to in the
context of the Facebook Devel oper Pl atform again?

Q Yeah. Yes.

A, So in that context, | understand
"whitelisting"” to refer to where a given
application is added to a list of applications
that -- whose behavi or or whose -- the behavior of
the API, and the Facebook Devel oper Platformis
nodi fied in some way for those applications.

Q And consistent with that definition, when
di d Facebook first start whitelisting any app or
partner?

A. So the -- given that the concept of
whitelisting in general applies to making -- you
know, nodifying the changes to the -- nodifying the
behavi or of the Facebook Devel oper Platform then
whitelisting in sone form has been used
consistently throughout the devel opnent of the
Facebook Devel oper Platformin sone way.

Q And, again, | want to nmake sure | have the
technol ogy correct, but what does it nmean to

whitelist friend-sharing APls for an app?
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O let ne put it this way: \What does it
mean to whitelist an app's ability to collect
friend-sharing data?

A. So this would refer to what we mean by

"friend-sharing data." In this context, one way

that that could have manifested is where an app has

access to APls and perm ssions which were not
general ly available to other Facebook devel opers
and applications at the tine.

Q Okay. And I've seen in Facebook's
docunents "whitelisting" used in reference to apps,
but I've also seen it used in reference to
partners.

Is there a different definition that
Facebook uses when thinking of whitelisting
partners in the context of the Platfornf

A.  So back to ny original definition of
"application" being a very specific entity in the
Facebook Devel oper Pl atform ecosystem a partner
woul d refer to an entity, a -- for exanple, a

conmpany. And that conpany nay have several, one or

nore, Facebook applications, and those applications

may or may not have been whitelisted for
alternative APl behavi or

So in that context, you know, when a -- a

20:
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partner is -- if you see the phrase "partner has
been whitelisted," what specifically happens in

the -- in the -- in the code base is that the
applications owned -- the Facebook applications
owned and mai ntai ned by that partner, the app |IDs
have been granted some nodification to the standard
APl behavi or.

Q And through those nodifications, those
partners, vis-a-vis their apps or, if it's a
devel oper, the devel oper vis-a-vis its app would
gain access to friend data that would not otherwi se
have been available to that app or partner.

Is that a fair description?

A Well, it's a wide range of whitelists and
capabilities that were in the system Many of
them in fact, ny understanding is the vast
majority of them were not related to friend data at
al I.

Q Okay. And, in fact, there's plenty of
di scussion in Facebook documents about the other
perm ssions that were deprecated with Version 2
that also were whitelisted for certain apps and
partners. Right?

A. There's -- when you say "whitelisted,"

what tinme period are you referring to here?

20:
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It's very specific, given that
whitelisting as a concept is sonething that's very
commn in the industry and will have been used in
this context for many years.

Q Sure. |Is the use of whitelisting
vis-a-vis the Facebook Platform did that mean
something different at different tinmes in
Facebook's |ifespan?

A. Well, the general definition of
whitelisting in the context of the Facebook
Platformis that by being on a whitelist, you get

sonme kind of different behavior -- the Platform

behaves in sonme kind of different way to peopl e not

on the whitelist.

Exactly what that behavior is depends on
specifically what the capability is.

And so, again, over tine, the high -- at
the conceptual level, the concept of whitelisting
hasn't changed, but exactly which whitelists
exi sted, for what purpose they were used, and who
had access to themat any given tinme will have
changed consi derably over tinme.

Q Okay. And so we've tal ked about
whi telisting.

Let's talk about private APIs for a
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m nute.
Does Facebook conceive of private APlIs as

sonet hing different than whitelisting?

A. | think we discussed the definition of
private APls earlier in the -- in the testinony.
So that would be, inny -- in ny determ nation,
APl's or behaviors which were not available -- in

this case, "private APIs" would typically refer to
APl's or perm ssions that were not generally
avai |l abl e.

Whitelisting is the concept of who has
access to the private APIs, but there is also
whitelisting which is nothing to do with private
APl's or perm ssions in any way.

Q And your answer probably helps to explain
why there is some confusion in the docunments about
this because these terns do seemto get -- they
seem overl apping but also different; so | want to
make sure | understand.

The only way an app that is created by a
devel oper that is not a partner with Facebook can
get access to publicly deprecated APIs is through
whitelist. Right?

A.  That woul d depend on the precise tine

we're tal king about. It would al so depend on when
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the application was created.
Q Okay. Well, let's talk about 2014 to the
present.

Is there a way other than a whitelist for
a devel oper or an app that is not considered a
partner of Facebook's to get access to publicly
deprecat ed perm ssions?

A.  Via permssion being publicly
deprecated -- let's take an exanple, | think, is
the easiest way to answer that question.

So the -- where perm ssions which were
publicly available to API Version 1 which were not
publicly available in APl Version 2, for
applications that originally could call API
Version 1 that later could only call APl Version 2,
when that public deprecation was conplete, the only
way to access those publicly deprecated permn ssions
woul d have been to be on a whitelist; one or nore
whitelists.

Q And so developers -- well, let's start
with apps.

Apps could be on that whitelist, right?

A. In the context of the Facebook Devel oper
Pl at f orm and specifically referring to app-based

whitelisting -- there are other forns of
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whitelisting available -- then, yes, the
application I D woul d have been on a whitelist.

Q And partners could be on a whitelist too.

But in order for that to be functional, they had to

have a private API?

A. Sorry. | think we're getting our concepts

m xed up here, and it's getting hard to answer --
answer the questions.

So how do you want to proceed? | fee
like we may need to reclarify sone of these
definitions because you're mixing themup in your
guesti ons.

Q Al I'mtrying to do is figure out what
the distinction is between a whitelist and a
private APlI, and specifically in the context of
giving a third-party access to deprecated
perm ssions after 2014.

So is there a difference between, in that
context, a whitelist and a private API?

A. Yes. As | previously testified, a
whitelist is a -- a nechanism by which -- in the
context of the Facebook Platform an app IDis
specified in some way as having alternative -- you
know, having a different APl behavi or than happens

that are not on the whit |ist.
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Private APIs are -- some of the things
that you could be whitelisted for, but there are
ot her things that you could also be whitelisted
for. For example, rate linit behavior. Different
rate limt behavior. Right?

So whitelisting is the concept by which an
application ID, in the -- sorry.

Whitelisting is the concept by which an
application IDin the context of the Facebook
Platformis offered some deeper, nonstandard, or
nonpubl i c behavior, different behavior

And then there are sonme whitelists,

specifically called "capabilities," that would
determ ne exactly what behavi or those applications
had that was different to the standard.

Q Okay. And are private APls established
t hrough a contract between Facebook and a Facebook
partner?

A.  Not always. Not always. There -- again,
there are a nunber of private APIs and a number of
different private behaviors -- different behaviors.
Some of those would be governed -- granted under a
contract; others would not.

For exanple, rate-limting; you woul dn't

necessarily expect a devel oper to agree to a
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contract to be on the rate-limt whitelist.

Q Wuat is a "rate-limt whitelist"?

A. So "rate limts" refers to the nunber of
APl calls that an application can nake within a
given tinme period in a number of different,
conmpli cated ways.

There's the standard set of how the rate
[imts work.

And then, for sone applications that
needed to operate differently, then there was a
whitelist that allowed those rate limts to be
changed for certain applications.

And so, again, that's an exanple of a
whitelist, which is a concept inplenented by a
capability, which is a specific thing that nodified
the behavior of the API for the people on the
whitelist that was not in any way related to
friends data.

Q And so one of the ways private APIs were
used at Facebook was to enable certain Facebook
partners to continue to have access to friends
data. Right?

A. Can you be specific as to what tinme period
you' re tal king about here? Because this -- the

tinme periods here matter greatly in the specificity
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of my answers.

Q So when did private APls first appear at
Facebook?

A. The -- the concept of private AP, | --
you're -- I'mreferring to any APl or perm ssion
that was not generally avail able.

When t he Facebook Devel oper Pl atform was
l aunched, it was |aunched with | aunch partners.

Actually, a better exanple is, let's say,
Facebook Connect in 2008. There were a nunber
of -- Facebook Connect as a product was -- before
it was |aunched -- not publicly avail able; and yet
on | aunch day, there were a nunber of partners that
had built integrations with it.

Before the launch, you coul d consi der
Facebook Connect a private APl; and, therefore,
access to it was governed by a whitelist.

After the |aunch, Facebook Connect was
generally available to all devel opers, and so you
didn't need to be on a whitelist to access it.

So whitelists are an industry-standard way
of nodifying APl behavior in certain circunstances,
| aunchi ng new products, and offering themto your
l aunch partners in advance of them being generally

avai l abl e.
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And, in the context of the Facebook
Platformin this litigation, it's also possible to
use a whitelist to grant some devel opers and
partners access to permissions that had been
renmoved from ot her devel opers.

Q Okay. And when was the first time that
partners obtained access to publicly deprecated
friend perm ssions via a private API?

(Rose Ring joined the deposition.)

THE W TNESS: The -- strange noi se.

So, specifically, when it conmes to friend
perm ssions, as a set of things that were
deprecated, then up until beginning April 30, 2015,
i f your app had been created before April 30, 2014,
then you woul d have access to those perm ssions.

When the deprecation of APl 1 -- the
public deprecation of API V1 began on April 30,
2015, that's when the -- that's the begi nning where
an application that would otherw se have | ost
access to their friend perm ssions could have
continued to access themif they were on a
whitelist.

BY MR LCESER:
Q Through private APIs.

A. Well, via being on a whitelist.
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In this case, we're specifically referring
to friend pernissions, which is, | think, what your
ori gi nal question was.

Q And what is the "Capability" tool at
Facebook?

A. The Capability tool is an internal too

used at Facebook to manage EEG——
I

(Di scussion off the record.)

M5. RING | amvery sorry. This is
Rose Ring, and | am counsel for Meta. |'msorry
for not announcing nyself.
BY MR. LOESER

Q And, M. Cross, you were starting to
descri be the Capability tool, so keep going.

A. So the Capability tool is an internal too
at Facebook Meta that's used to manage which
K
"capability" being a -- a mechanism for changing
the -- nodifying the behavior of the Facebook
Devel oper Platform

So with an application having access to a
capability, you would say it had been
"whitelisted."

Q And for what period of time has the

20: 36: 25
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Capability tool been in existence?

A. M understanding is it was built in around
2011 and replaced a previous tool that did a
simlar job.

But the devel opnment, as | understand it,
began in around 2011

Q And do you know what the previous tool was
cal | ed?

A. There was a previous tool called
"Pearly Gates."

Q Okay. It seens like it had bold
anbi tions.

So -- and Pearly Gates was self-deprecated
and replaced by the capability tool?

A. M understanding is that the Capabilities
tool replaced Pearly Gates as a way of managi ng
L
|

Q And do you know why it was called
"Pearly Gates"?

A. | do not.

Q And what are "Gatekeepers"?

A. So a Gatekeeper is -- or Gatekeepers.

Gat ekeeper is a tool at Meta which is wi dely used

to N i thin the Facebook apps

20:38: 13
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and services, including the Facebook app itself and

a number of other services inside the company.

"Gatekeepers" refers to the |} NG
that exist in code to determine _

I think the best way to explain it is with
an example.

Typically, when Facebook develops a new
feature, the engineers will -- will gate that
feature behind a Gatekeeper.

So let's imagine Facebook Dating. So the
team working on Facebook Dating would be working on
that feature. That feature would be gated by a

gatekeeper or multiple gatekeepers, and then the

Gatekeeper tool would be used to |} EENNEEGEGEGEGE
|

And so Gatekeeper is a mechanism by which
Meta typically
I 2cross many aspects of our business.

Q. So the Capabilities tool is more or less a
tracking device, and the Gatekeeper is more or less
a functional system.

Is that a fair description?
A. I wouldn't characterize them that way.

They both, in some ways, do a similar job.
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The Gatekeeper tool is widely used at Meta
to manage G O
t hi ngs.

The Capabilities tool is specifically just
used for the Facebook Devel oper Platform and how to
menage
]

Q Okay. So if you wanted to identify every
single app that had been whitelisted and, because
of that, received deprecated perni ssions, would al
of your information be in the Capability tool, or
woul d you al so need to | ook at the Gatekeeper tool ?

A. My understanding is that nost of the
whitelists -- nost of the way in which publicly
deprecated perm ssions were nmade available to
applications was via the Capabilities tool.

There was, as | understand it, sone
whi telists managed by Gatekeeper, and an effort was
undertaken to mgrate that managenent from
Gat ekeeper to the Capabilities tool for
consi stency.

Q  And when was that done?

A. | don't have the information as to when
t hat was done.

Q So, today, is the Capability tool the nore

20:41: 26
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complete set of information on whitelisted
entities?
A. When it comes to Facebook Developer

Platform and app IDs being whitelisted, my

understanding is that the Capabilities tool is the

primary and most complete system that tracks which

Q. And what is "Sitevars"?

A. Sitevars is another mechanism that is used

at Meta to GG - o

various products. It has a different set of

features the Gatekeeper and the Capabilities tool

do not have.

Q. And are there entities that have access to

publicly deprecated permissions tracked by Sitevars

that are not tracked by the Capabilities tool?

A. My understanding, but -- from talking to
the engineers involved in this is that no, Sitevars

would not be a way of determining whether or not an

application had access to publicly deprecated
permissions.

MR. LOESER: Okay. If we could have
Tab 9.

(Deposition Exhibit 336 was marked for

identification.)
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MR. LOESER: |I'mgoing to mark the next
exhibit. This is Exhibit 336. The Bates nunber on
this is FB-CA-MDL-00200051.

And you're | ooking at, M. Cross, an enmi
fromyou to Zhen Fang, cc to Jackie Chang and
Chri stopher Blizzard, Cctober 31, 2013, "Subject:
Docs for Private Platform Capabilities."

Do you see that?

A. | do.

Q And do you recall witing this email?

A. | do not recall witing it, but |I have
seen this docunent as part of my preparation for ny
testi nony today.

Q Okay. And you write:

"Hey Zhen, As we're deep in |ooking at
Capabilities, it's clear:"

Can you read the Nunmber 17
A.  (Reading):

"Nunmber 1, we have no idea what nost of
them are - the documentation is scattered al
over, if there at all."

Q And do you recall -- or explain for me if
Facebook had a tough tine figuring out what all of
the -- what all was supposed to be included on the

Capabilities tool or who all had been whitelisted

20:44: 41

20:

20:

20:

20:

20:

20:

20:

20:

20:

20:

20:

20:

20:

20:

20:

20:

20:

20:

20:

20:

20:

20:

20:

44:

44

44:

45:

45:

45:

45:

45:

45:

45:

45:

45:

45:

45:

45:

45:

45:

45:

45:

45:

45:

45:

46:

42

53

59

02

09

14

17

18

20

24

28

31

32

34

38

39

41

42

44

47

53

56

00

20:46: 03

Page 174

Veritext Lega Solutions
866 299-5127




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

CONFIDENTIAL

Case 3:18-md-02843-VC Document 1074-8 Filed 11/04/22 Page 176 of 1480

at this tine.

MR. BLUME: Objection. Conpound.

THE W TNESS: Yeah. Could you separate
the question into two parts because | think the
answer -- the answer nay be different dependi ng on
whi ch part |'m answering.

BY MR LCESER:

Q Sure. It looked Iike, based upon your
emai | here, that tracking the capabilities that
apps had was at this time disorganized and
difficult.

Is that fair?

A. VWhat | -- what's being referred to here is
to do with the capabilities thensel ves and what
their behavi or was; what each individual capability
did or could do.

So that's what this is referring to.

Q And so you're proposing here creating a
tool that would all ow Facebook to better understand
and organi ze the capabilities that the different
apps have. Right?

A. No. What I'mreferring to here is the --
the idea, or the request, to be able to gate
docunents on the Facebook Devel oper website based

on whet her or not the viewer of the website had --
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was a devel oper of an app that had a specific
capability.

Q So what problemwere you trying to solve
her e?

O let ne ask it another way.
What probl em was Facebook trying to solve
here?

A.  \What Facebook is trying to solve here is a
way to automatically control whether or not a given
devel oper user -- so an individual person -- had
the ability to see a docunent on the Facebook
Devel oper website that was only visible to themif
they were the devel oper of an application that
had -- was granted a particular capability.

MR. LCESER: Ckay. W can go to the next
exhi bit, Tab 10.

(Deposition Exhibit 337 was marked for

i dentification.)
BY MR. LOESER:

Q So as we're waiting for the docunent,

M. Cross, as we've discussed already today, with
the inpl ementati on of Graph APl Version 2, Facebook
had deci ded to deprecate a nunber of perm ssions,
right, and had come up with a list of the

pern ssions that woul d be deprecat ed.
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I's that an accurate description?

A.  As part of APl Version 2 launch, Version 2
contained -- there were a number of perm ssions
that were not available to APl Version 2 in genera
that were available in APl Version 1.

Q And so if you look at Exhibit 337, which
is a-- whichis a docunent that is captioned
"Changes made to V2 at F8**User Trust**."

Do you see that?

A. | do see that.

Q And this appears to be a docunent that was
descri bing the changes that would be made to the
platformin the transition from Version 1 to
Version 2. Right?

A. It seems to talk about those changes, but
it's not clear to me when this docunent was
aut hored or the audi ence of the docunent.

Q Okay. At the very top of the docunment,
you can see that it was authored -- it's a little
faint, but it's June 5, 2014.

Do you see that?

A. | see that there, but it's not clear to ne
that this is when the docunent was authored. That
may have been when the docunent was captured. It's

hard to read fromthis exactly what this -- where
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this docunment was posted. It seenms to contain --
Q Okay. And I'Ill just --
A. Yeah, it -- I"'mnot clear -- |I'mnot clear

when this docunent was authored or whether or not
that date -- what that date at the top right
pertains to.

MR. LOESER: Ckay. And just for the
record, I'll note that the netadata of this
docunment indicates that it was created June 5,
2014. The author is Gllian Dunne, and the
custodi an for the docunent was Bill Fusz.

But I'mjust noting that for the record,

and perhaps it provides you sone context.

But all | want to do with this docunent is
ook at -- if you go down to the bottom of the
first page, there is a statenent: "Pern ssions no

| onger available in V2.0."

Q And do you see there's a list that begins
there and goes onto the next page?

A. | do see that.

Q And included in that there's the category
that says: "All friends_* pernissions have been
removed, " and then it lists all of thenr

A. | see a list of perm ssions, yes.

Q And above that, there's also a nunber of
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ot her perm ssions.

Now, does this |ist of deprecated
perm ssions include all perm ssions that provided
for the sharing of friend data?

A. Can you -- in this context, can you help
me understand what you nean by "friends data"?

Q Yeah. We earlier talked quite a bit about
different APIs that didn't have the word "friends"
in the perm ssions but, based on how they worked,
resulted in an app's ability to access information
about a user's friends.

Do you recall that testinony?

A. Yes, | recall that testinony.

Q And so looking at this list here, does it
appear to you that this renoves -- indicates that
the deprecated perm ssions will cover all of the
different perm ssions that existed at the tine that
al  owed access to friends data?

A. No. This looks relatively conplete in
terms of the -- the friends perm ssions that
al l oned an app access to a friend's data in terns
of the specific things listed here.

Your definition earlier was -- included
things like a friend' s coments on my phot os.

Through that definition, then other
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perm ssions, including, for exanple, user_photos,
woul d have also enmitted some friends' data
specifically, the comrents that they had made on ny
phot os.

So that is not a set of things that was
renoved in APl Version 2.

What was removed is this list of
perm ssions which, for exanple, would have
allowed -- the friends_photos perm ssion woul d have
al l owed an app to access the photos of an app-using
user's friends.

Q And at the tine that Facebook was
anal yzing and identifying all of the perm ssions
that provided access to friends data, did Facebook
make a list that included every single one of those
perm ssions so that it could identify whether there
was any friend-sharing that would be stil
publicly -- still be a publicly available API?

A. No. The focus of the deprecations
announced in Version 2 was the renmoval of the
friend perm ssions and the other perm ssions that
are represented here.

Q Okay. And when you say "friend
perm ssions,"” you mean the ones that had the word

"friends" in thenf
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A. VWhen | said "friend perm ssion," that
specifically refers to the pernissions that have
the word "friend" in them

And by "other permissions," |I'mreferring

to the ones listed above; for exanple -- I'mtrying

to give an exanple -- like, manage_friend |ists,
for exanple.

Q Now, if we nove up this docunment back to
the first page, there's a heading: "New features
available in Version 2.0."

Do you see that?

A. | do.

Q And there is a list of APIs that we've
di scussed: "Taggable Friends, Invitable Friends,
Soci al Context."

And there's one, "Business Mapping API,"
whi ch we haven't discussed, and another one that
| ooks like it says "Tagged Places API."

Do you see that?

A. | do see that.

Q And for Taggable Friends, Invitable
Friends, Social Context, those are all perm ssions
that it appears did not exist prior to Version 2.0
but were going to be introduced at this tine.

Is that a fair read?

20:
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A. These are specifically -- these are APIs
that were introduced in Version 2 that were not
previ ously avail abl e.

These are not perm ssions; these an APIs.

Q And a nunmber of those APIs that we've
di scussed did provide access to certain friend
i nformati on of users not using the apps that would
be -- that would have access to those APIs. Right?

A. So, yeah. |If we go back to the
previous -- the previous testinmony | gave on this,
the Taggable Friend APl returned a list of the
user's -- a list of the authorized user's friends
that were taggable in the application

The ampunt of data that these APIs
returned was very, very limted. |In the case of
the Taggable Friend API, for exanple, the amunt of
data emtted was the name, a URL to a person's
profile picture, and a token which could be passed
back to the APl to tag themin a post.

That was the extent of the information
avail able via those APIs -- via the Taggabl e
Friends API, in nmy recollection

Q And you say it's limted information, but
it is still fairly described as "friends data."

Ri ght ?

20:
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A. It is sonme information about a friend or a
list of friends.

But | would draw a distinction between
that and the friend perm ssions, which gated a very
different set of information.

Q And we mght need to blowit up a bit, but
I"minterested in the Social Context APl here, and
"Il read it:

"We' ve added a new endpoint to objects
and apps that allow you to display a person's
friend' s actions on an object. For exanple,
you m ght be able to answer the question
"VWhich of ny friends have watched this
novi e?' by | ooking at the
/ {novi e-id}?fields=cont ext endpoint."

Did | nore or |less read that sentence

accurately?

A. You nore or less read it accurately.

Q And what is an "endpoint"?

A.  An "endpoint" is another word to describe
an API. It's a-- it's a-- atermused to
descri be an APl that a devel oper could call

Q And so using this exanple of the -- the
nmovi e | D context endpoint, it says:

"For exanple, you nmight be able to answer
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the question, 'Which of my friend have

wat ched this novie?" "

So, technically, how would that app be
able to answer that question with the Socia
Cont ext API ?

A. As | tal ked about earlier, the precise way
that the Social Context APl worked is not sonething
| amvery fanmliar with. 1In fact, | amnot even
sure exactly when it existed and how it behaved.

So, | think, like, details on exactly how
the Social Context APl worked, like, | don't think
| can give a clear answer to.

MR. LOESER: M. Cross, |I'mnoting for the
record that | believe it is now 9:00 P.M your
time. |Is that correct?

THE WTNESS: It is. But |'mhappy to do
15 or 20 nore mnutes if that -- if that would help
us get through stuff.

If nowis a convenient time to break for
you, let's break. But if there was a convenient

tinme to break for you that's 10, 15-n nutes away,

these -- let's do that. | don't want to --
MR. LOESER: Okay. | appreciate your
flexibility, and 1'Il keep going, and we'll pretty

qui ckly get through those 15 minutes. And that
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woul d probably be a good time in where | amto stop
anyway. So --

THE W TNESS: Cool. Let's do that.

BY MR. LOESER

Q And, | should say, in order to go further
it would take a lot longer than 15 mnutes. So in
i ght of the schedule you have, | think that's a
good tine to stop.

A. Okay. Geat.

Q Okay. This is a broad question, and we
can start big and go snmall

But how di d Facebook determ ne what apps
to whitelist for friend -- for providing access to
friend data?

A. Again, to clarify, what do you mean by
“friend data"?

Do you nmean the friends perm ssions?

Q | nean information about users who are not
the users of the app.

So what ever information nmade avail able via
the -- the perm ssion to access the friends -- you
know, 1'm going to garble the term nol ogy every
tine | try and do it.

But there's an APl that grants -- that

provi des, technically, access to friends
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i nformati on about the app's users.

And I'minterested in understandi ng when
Facebook put an app on a whitelist so that it
continued to access the data of a user's friends,
how it made that decision

A Okay. So --
Q And let me make it even easier for you.

The time period I'minterested in is in
the transition from Graph APl Version 1 to
Ver si on 2.

A Okay. So let nme -- let ne -- let nme try
and play back sone -- sone context, | think, is
i mportant to the answer here.

So, first of all, as you have kind of
defined "friends data" and we've discussed it
earlier in this testinony, like, there are APIs
that were avail able publicly in Version 2 that
woul d have enmitted sonme linmted amunt of
i nformati on about an app using users' friends.

For exanple, their comrents on ny photos
or limted information about themin order to
render a taggable -- a "taggi ng" user type ahead,
for exanple.

So, in this context, let me play back to

you -- | want to make sure |I'm understandi ng your

21:
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guestion correctly. 21: 03: 06
You are specifically referring to 21:03: 09

perm ssions or behaviors that were no | onger 21:03: 10
available in Version 2 of the API, and you're 21:03: 14
interested in applications that continued to have 21:03: 17
access to the behaviors in APl Version 1 after they 21:03: 22
were no longer available to a nonwhitelisted 21:03: 28
devel oper. 21:03: 31
Do | have that correct? 21: 03: 32

Q Correct. 21:03: 34

A. Ckay. Cool. 21: 03: 34

So having tal ked to people, the -- the -- 21:03: 42

ny under standi ng of how these decisions were -- how 21:03: 48
t hese di scussions happened is that there were a 21:03: 54
number of devel opers who had been unable to update 21:03: 58
their apps in tine for the public APl deprecation, 21:04: 05
or that they -- that their use case -- they 21:04: 11
required nore time to mgrate than was avail abl e 21:04: 14
to -- to regul ar devel opers. 21:04: 17
And so there were conversations had about 21:04: 20

whet her or not sone of these applications should be 21:04: 23
granted additional tine to -- to migrate fromthe 21: 04: 27
APl Version 1 behavior to the standard API 21:04: 34
Version 2 behavi or. 21:04: 37
Q And were any other considerations relied 21:04: 40
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on by Facebook when determ ning whether to
whitelist an app?

A. Again, can we -- specifically for --
for -- continued access to the APl of V1 behavi or
and perm ssions associated with APl V1?

Q Right.

A. My understanding was that the rationale
was based on whether or not the user experience
woul d be broken if the deprecation tineline was
foll owed or whether or not there would be other
risks for the devel oper of the deprecation being
enforced on the general tinme frane.

So those -- primarily, it was about
devel opers needing nore time to nmigrate because, if
they -- if the enforcenent and deprecations
happened on that publicly available tineline, there
woul d be negative inmpacts primarily for the user
experience of the people using the app --

Q And you -- sorry. Go ahead.

A No, go on.

Q You nentioned other risks for the
devel oper.

What were the other risks?

A. So one | recall was that there was an

application providing conpliance services to people
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in the financial and insurance industry, and their
custoners would -- were still using their
application in a certain way, and they needed nore
time to train their customers to not use the
application in a certain way because the
functionality they were relying upon would becone
unavail abl e when the APl deprecations were applied

to them

Q And what you described were considerations

taken into account vis-a-vis devel opers.

But were there different considerations
taken into account on whether to grant Facebook
partners with continued access to publicly
deprecat ed perm ssions?

A. Sorry. Say that again?

Q So you indicated that the -- the -- there
was extensions provided so apps could mgrate to
the new platform and you spoke about that for a
m nut e.

But |I'm wondering if there were other
consi derations that were taken into account when
di scussing partners in particular and whet her they
shoul d be provided continued access to publicly
deprecat ed perm ssions.

A. My understanding is that there were sone
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contractual agreements that specified a | onger
deprecati on wi ndow than was available to -- than
was offered to regul ar devel opers; and, as such,
it's possible that sone of the extensions to the
deprecations were granted on that basis.

Q And were there any other bases that
Facebook had for providing continued access to
publicly deprecated pernissions to partners?

A. Can you define again what you nean by
"partners" here? 'Cause all partners are
devel opers in this context.

Q | mean the entities that have been
descri bed by Facebook as "integration partners"”
or -- there are a variety of other categories of
partner that Facebook uses. In fact, |ooking at
your notes, you have "integration partners,
busi ness integrations, nedia integrations, search

i ntegrations.”

So with regard to any of those categories,

were there other considerations taken into account

by Facebook when deci di ng whether to provide
continued access to the publicly deprecated

perm ssions?

A. So | think what's inportant to understand

here is that -- let's take integration partners,
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for exanple.

They had -- they had al ways had access to
sone perm ssion -- some APlIs that were not
avail abl e to regul ar devel opers because they were
rebui l ding a Facebook replacenent client experience
on their devices.

So "integration partners" as has been, you
know, defined in the -- in the docunents, were
al ready on several whitelists in order to provide
the experience that they offered to users.

So that's my understandi ng of how
i ntegration partners continued to have access to
the -- the private APls and behaviors they had
al ways had access to that were not available to
regul ar devel opers.

Q Okay. And, again, | want to nake sure |I'm
using the right term nology, and |I'mtalking about
continued access to friend data.

So you' ve just described the continued
access that integration partners had to friend
dat a.

Were there considerations that Facebook
took into account when decidi ng whether the other
types of partners that we just went through had

continued access to friend data?
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A. My understanding fromtalking to the
people involved in this at the tinme, plus my own
experience, is that the extensions granted to
applications to access APl Version 1 and the friend
perm ssions was limted to cases where the user
experience would be significantly degraded if they
weren't given extra time or there was sone form of
| egal and regulatory risk to the partner if the
extensi on was not granted for a period of tine.

But renenber that there -- you know, there
were other reasons to -- there were other
deprecations and changes in the APl behavior that
were not related to the deprecation of the friend
perm ssions. | think that's really inportant to
under st and.

Q Right. And | perhaps led us astray with
the term nol ogy | was using.

And, really, what |'masking -- and you
can tell me if it changes any of your answers --
but I'm 1 ooking for the reasons Facebook had to
provi de continued access to friend data by anyone
after the transition to Version 2.

And we've tal ked about apps, and we've
tal ked about business partner -- or integration

partners and business integrations.
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And so just nore broadly put, have you
given me the full list of reasons that Facebook
used when deci di ng whether to provide continued
access to friend data after the transition to
Version 2?

A. So | provided -- friend data in
Version 2 -- like, again, | think it's inportant to
separate these things. Right?

You' re asking a conpound question that's,
li ke, somewhat inpossible to answer with -- given
your definition of "friend data" and given the
variety of different applications we're talking
about here and the conplexity of the whitelists --
the various whitelists that these apps were on

So, like, I think your question is hard to
answer in -- in sinple ternms given your definition
of "friend data."

Q And you're saying that because ny
definition includes the types of data that's
provided with regard to APIs other than the friends
perm ssions specifically and includes groups and
events and social context and all of that, or is
there sone other conplication?

A. That's primarily the conplication. Like,

i ntegration partners, the primary use case there is
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that these are experiences that are designed to
replicate the Facebook experience on another nobile
device platform set-top box, or so on

And those fol ks would have access to --
al ways had access to information that wasn't
available via the -- via the standard APIs. So
that's one class of things.

Then there is the general deprecation --
the general changes -- the whol e package of changes
fromVersion 1 to Version 2, which included the
deprecation of the friend pernissions, a number of
ot her changes, including app-scoped user IDs and so
on.

So in terns of granting extensions to the
APl Version 1 to Version 2 transition, fromtalking
about all of -- fromtalking to all of the people
i nvolved to the -- as many people as | could that
were involved at the time, the rationale for
granting an extension is that it was a belief that
the user experience would be severely degraded if
the app wasn't given extra tine to mgrate from API
Version 1 to Version 2.

Regul ar devel opers had a year. There were
sone applications, it was determ ned, that would --

woul d provide a broken user experience if they
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weren't given nore time to upgrade.

And that was the deternination based on
agai n, speaking to the people involved, the
degradation in the user experience that would
result, or whether or not there was risk around,
li ke, legal and regulatory use of the Pl atformthat
required extra time to unw nd.

That's my understanding of the -- the
reasons why some applications were granted
additional tine to mgrate fromVersion 1 to
Versi on 2.

Q And so those are all of the reasons that
Facebook had for providing continued access to
friend data for apps and partners after the
transition to Version 2.

MR. BLUME: Objection to form

THE W TNESS: The answer | just gave was
in-- in tw parts.
Part one is: Integration partners who had

built experiences that were on unusual devices,
operating systenms, and set-top boxes and so on that
required, in order to function, always, pernissions
which -- APls that were not generally avail able.
The use of those APlIs and perm ssions was

governed by contracts, typically. That's what
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determ ned an integration partner, and they were
consi dered as operating on a different set of
perm ssions and APIs than the public APl surface
ar ea.

The second part of your question was
determ ning extensions to Version-- the Version 1
to Version 2 deprecation tineline where Version 1
i ncluded friends permnissions and Version 2 did not
i nclude the friends perni ssions.

And my understanding fromtalking to the
people involved is that the reason for granting
extensions to the standard Version 1 deprecation
wi ndow was to do with degradation of the user
experience and/or a few cases where the use of the
APl was involved in conpliance use cases.

| -- it's possible that there are other
reasons, but having tal ked to people and revi ewed
the docunments in this case, it's consistent with
t hat understanding as -- as referring to the friend
pern ssi ons deprecations.

BY MR LOESER:

Q And, again, | just want to -- trying to
make a record and make the record clear, and |I'm
trying to understand every type of entity -- cal

it a partner, call it a developer, call it an
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app -- that continued to have access to friend data

after the transition from Version 1 to Version 2.

And you have descri bed a couple different
types of entities. You've described apps and
busi ness integrations, and you've described
extensi ons that were provided to sone; and for
i ntegrations, access that existed before and
exi sted after.

And what |'mtrying to pin down is, is
there any other category of third party that
continued to have access to friend data after the
transition to Version 2?

Are there any other reasons that Facebook
had for providing continued access to those
cat egori es?

MR. BLUME: Objection. Form

THE WTNESS: So | -- it -- 1 think
we're -- you're mxing up here the friend
perm ssions, right, and the perm ssions that were
used in the APl to govern access to the data
exposed via those pernmi ssions fromfriends data in
the nmore general sense that you defined it earlier
in this -- when we discussed earlier in this
testi nony.

Like, it's -- I'm--
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BY MR. LOESER:
Q Let's go back. Let nme make it easier

Let's put that aside for a nmonent, the
other APlIs that are not categorized as friend
perm ssions, and just tal k about friends; the APls
that were on that list that were deprecated.

O her than the -- the third parties you've
al ready described, are there any other categories
of partner or devel oper or third party at all that
had conti nued access to those perm ssions after the
transition?

And if so -- let's stop with that. Let's
start with that half of the question

A. Okay. So ny understanding is that the
ability of applications to request the friend
perm ssions fromusers, which is, again, howthis
works, right? W' re tal king specifically about the
friend pernmissions. These are things that apps
coul d request users to grant to the application

My understanding is that the reasons for
continuing to allow apps to request the friend
pernmi ssions fromusers was |linted to applications
that needed additional tine to -- to mgrate.

The -- and we've gone through the reasons for that.

Q Okay. And there's -- and you also
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descri bed busi ness integrations, and you gave the
reason for that.

And | just want to make sure that there's
not any other category of partner, according to
Facebook, that continued to have access to those
perm ssions that were whitelisted.

A.  So when apps were whitelisted -- if an app
was whitelisted to continue to have access to
Version 1, then it could continue to request those
pernm ssions from some users.

So by being granted an exception -- an
extension to the deprecation tinmeline w ndow,
applications that were whitelisted to continue to

have access to Version 1 could continue to access

the friend -- could continue to request the friends
perm ssions fromusers until that access was -- was
renoved.

And ny understanding is that the reason
for that was to give those apps extra tinme to
mgrate to prevent degradation to the user
experience.

There are apps on -- |'ve been through the
list of applications that were granted an
extension, and a good exanple of that -- an

application in that category was, like, the -- an
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integration with car manufacturers and their head
unit so you could access sonme kind of Facebook
experience inside your car

It's very hard to update the software on
t hose devices, and they needed nore tine.

So that's my understanding of, like, the
reason why extensions were granted; to give nore --
devel opers nore tinme to upgrade, given the changes
in the API that would affect them-- not just the
friends perm ssions, but other changes between
Version 1 and Version 2, and that's why the
ext ensi ons were granted.

Q I'mnot trying to get you to repeat the
same testinony. | amsinply trying to make sure
that we've exhausted Facebook's reasons for
whitelisting and the categories of apps or partners
that were whitelisted.

And so there's nothing else to add to that
from Facebook's perspective?

A. So the -- in terns of, like, whitelisting
extensions to Version 1, there are other reasons
why an app might be whitelisted, but that's
generally not to do with their use of the friend
perni ssions.

Q Was it sonething to do with their use of
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ot her deprecated perm ssions?

A. O her changes in behavior from Version 1
to Version 2. For exanple, app-scoped user |Ds.
Bi g change to how the Facebook Devel oper Platform
operated. As | say, there's a whol e nunber of
changes between Version 1 and Version 2.

Your question was about friends
perm ssions, and there are other reasons why sone
apps were granted an extension. And ny
understanding is that, you know, the reasons for
granting an extension to the friend permissions is
because of a user experience degradation and
striking a balance of giving nore tine -- those
devel opers nore tine to update their use of the
Pl atform or cases where the use of the Platform was
related to -- where the friend permni ssions were
used in the context of, like, regulated industries.
As | say, there are a nunber of devel opers
al so whitelisted for continued access to Version 1
because of their use of other -- because of
their -- because of them being affected by other
changes in the APl between Version 1 and Version 2.
MR. LOESER: COkay. M. Cross, we're at
now 9: 25 your time, and | want to be sensitive to

your schedul e.
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So we're more than happy to keep going,
but if you want to stop, it's getting late for you.
So --

THE W TNESS: Yeah, now is a good time. |
can feel my voice going, and this stuff is
i mportant to get right. So | think it's a good
nonent to pause and then come back and continue on
Thur sday.

MR. LOESER: Okay. Well, thank you for
your time this evening, and we'll start again on
Thur sday.

THE VI DEO OPERATOR: And we're off the
record. It's 9:25 P. M

(Time noted, 9:25 P.M London Dayl i ght

Ti ne)
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| decl are under

foregoing is true and correct.

2022.

--000- -

Cal i f orni a,

penalty of perjury that the

Subscri bed at

this __ day of

SI MON CROSS
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DEREK W LOESER, ESQ
dl oeser @el | errohr back. com

May 12, 2022
I N RE: FACEBOOK, | NC., CONSUMER PRI VACY USER PROFI LE LI TI GATI ON
MAY 9, 2022, SIMON CROSS, JOB NO. 5210141
The above-referenced transcript has been
conpl eted by Veritext Legal Solutions and
review of the transcript is being handl ed as foll ows:
___ Per CA State Code (CCP 2025.520 (a)-(e)) — Contact Veritext
to schedule a tinme to review the original transcript at
a Veritext office.
Per CA State Code (CCP 2025.520 (a)-(e)) — Locked .PDF
Transcript - The w tness should review the transcript and
make any necessary corrections on the errata pages included
bel ow, notating the page and |ine nunber of the corrections.
The witness should then sign and date the errata and penalty
of perjury pages and return the conpleted pages to al
appearing counsel within the period of time determ ned at
t he deposition or provided by the Code of Civil Procedure.
Wai ving the CA Code of Civil Procedure per Stipulation of
Counsel - Original transcript to be released for signature
as deternm ned at the deposition.
Si gnature Waived — Reading & Signature was wai ved at the

time of the deposition
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Federal R&S Requested (FRCP 30(e)(1)(B)) — Locked .PDF
Transcript - The witness should review the transcript and
make any necessary corrections on the errata pages included
bel ow, notating the page and |ine nunber of the corrections.
The wi tness should then sign and date the errata and penalty
of perjury pages and return the conpl eted pages to al
appearing counsel within the period of time determ ned at

t he deposition or provided by the Federal Rules.

_X Federal R&S Not Requested - Reading & Signature was not

requested before the conpletion of the deposition.
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I N RE: FACEBOCK

I NC., CONSUMER PRI VACY USER PROFI LE LI TI GATI ON

SI MON CROSS, JOB NO. 5210141

ERRATA SHEET
PAGE LINE_____ CHANGE

REASON

PAGE___ LINE_____ CHANGE

REASON

PAGE LINE_____ CHANGE

REASON

PAGE LINE_____ CHANGE

REASON

PAGE LINE____ CHANGE

REASON

PAGE___ LINE_____ CHANGE

REASON

W TNESS Dat e
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